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a b s t r a c t

Internet of Things (IoT) products provide over-the-net capabilities such as remote
activation, monitoring, and notifications. An associated mobile app is often provided for
more convenient usage of these capabilities. The perceived quality of these companion
apps can impact the success of the IoT product. We investigate the perceived quality and
prominent issues of smart-home IoT mobile companion apps with the aim of deriving
insights to: (i) provide guidance to end users interested in adopting IoT products; (ii)
inform companion app developers and IoT producers about characteristics frequently
criticized by users; (iii) highlight open research directions. We employ a mixed-methods
approach, analyzing both quantitative and qualitative data. We assess the perceived
quality of companion apps by quantitatively analyzing the star rating and the sentiment
of 1,347,799 Android and 48,498 iOS user reviews. We identify the prominent issues that
afflict companion apps by performing a qualitative manual analysis of 1,000 sampled
reviews. Our analysis shows that users’ judgment has not improved over the years. A
variety of functional and non-functional issues persist, such as difficulties in pairing with
the device, software flakiness, poor user interfaces, and presence of issues of a socio-
technical impact. Our study highlights several aspects of companion apps that require
improvement in order to meet user expectations and identifies future directions.
©2023 TheAuthors. Published by Elsevier B.V. This is an open access article under the CCBY

license (http://creativecommons.org/licenses/by/4.0/).

1. Introduction

Internet of Things (IoT) devices have become part of the daily lives of billions of people. Approximately 500 billion
evices are expected to embrace sensors and be associated with the Internet by 2030, becoming a necessary ecosystem in
hich data, processes, human beings, things and the Internet are associated with each other [1]. These products provide
ver-the-net capabilities such as remote activation, monitoring, and notifications. An associated mobile app is often
rovided for a more convenient usage of these capabilities. Hereafter, we will refer to these applications as companion
pps. Examples are in the field of smart homes, gaming, smartwatches, and sport devices.
IoT is among the most publicized technologies that could change the way businesses operate. The hype around the IoT

akes it an essential topic for a business strategy that combines emerging trends and digital transformations. However,
he lack of mature development in companion apps can have a big impact on the success of IoT devices. Companion apps,
n fact, provide insights into the various aspects of the IoT devices themselves. While several studies are aimed at security
nd privacy issues [2,3], this work shows that the aspects to be considered to achieve the quality of the services offered
y the apps are wider and deserve attention.
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In this paper, we investigate how end users perceive the quality of smart-home IoT mobile companion apps, with
he ultimate goal of identifying prominent issues and possible points of improvement. For this purpose, we conducted
n empirical study by employing a mixed-methods approach, analyzing both quantitative and qualitative data. As first,
e considered 1,347,799 Android and 48,498 iOS user reviews to assess the perceived quality of companion apps by
uantitatively analyzing the star rating and the sentiment. We then identified the prominent issues that afflict these
pps by performing a qualitative manual analysis of 1,000 sampled reviews; in particular, two experienced researcher
anually analyzed the extracted samples independently and categorized the main concerns expressed by end users into
ifferent categories. Finally, by analyzing the achieved classification, we identified a number of prominent issues that lead
o points for improvement. We discussed each point in details and provide insights for future research and for improving
he perceived quality of these apps.

The main contributions of this paper are the following:

• a taxonomy of the main concerns expressed by users in reviews about the Android and iOS smart-home companion
apps’ quality;

• empirical results about users’ perception of smart-home companion apps;
• the identification of a number of potential issues on companion mobile apps quality;
• a discussion about some open research directions.

The target audience of this paper is composed of end users, companion apps developers and IoT producers, and
esearchers. We support end users interested in adopting IoT products by providing guidance about general aspects and
ssues shared among the several apps. We support developers and IoT producers by informing them about characteristics
f their products frequently criticized by users and by providing a set of actionable and evidence-based insights.
e support researchers by informing them on the state of companion apps, providing a classification framework for

nvestigating on arbitrary aspects of companion app user reviews, and discussing open research directions. To allow
or independent verification and replication of the performed study, we make publicly available a replication package
ontaining the collected data and all the code developed for data preparation and analysis.1

The remainder of the paper is structured as follows. Section 2 describes related work. Section 3 describes the design
f our study. Section 4 presents the main results, that are then discussed in Section 5. Section 6 discusses the threats to
he validity of our study, Section 7 closes the paper.

. Related work

In this section, we discuss work related to our study by covering three main topics, i.e., literature about mobile app
eview analysis, Internet of Things systems, and companion apps.

.1. Mobile app review analysis

In the literature, a vast amount of research works have been produced to study what useful information might be
ound in app reviews, how it can be extracted, and how it can be used to facilitate software engineering activities [4,5].
tudies have found that a wide variety of topics is discussed by users in app reviews, including app features [6–9], bug
eports [7,10], requirements [11–13], and updates [14–17].

More tightly related to our work are opinion mining studies that analyzed user reviews to discover and understand the
ssues experienced by users in specific domains. Williams and colleagues [18] present a case study focused on anonymous
ocial networking platforms. Conducting a qualitative analysis of user reviews, they identified seven main concerns
xperienced by users and their impact on the core features of applications in this domain. Voskobojnikov et al. [19]
dentified and analyzed user experience issues found in app reviews of mobile cryptocurrency wallets. They found
hat both new and experienced users struggle with general and domain-specific issues that might result not only in
rustration and disengagement but also in dangerous errors and irreversible monetary losses. Mujahid and colleagues
ine user reviews in order to understand the user complaints of wearable apps, i.e., software designed to be executed on
martwatches and fitness trackers [20,21]. Their findings indicate that the more frequent complaints are about functional
rrors, cost, and lack of functionality. However, they found that the more negatively impacting complaints are related to
nstallation problems, device compatibility, and privacy and ethical issues. Garousi et al. [22] analyzed user reviews of nine
uropean contact-tracing apps. Their analysis evidences that for all considered applications design and user experience
ssues are frequently reported by users. However, differences in quality between nations was observed.

1 https://bit.ly/companionApps
2
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2.2. Internet of Things

The vision of the Internet of Things is to embed communication capabilities within a highly distributed, ubiquitous
nd dense heterogeneous devices network to enable new intelligent applications and services [1]. Nowadays, IoT devices
re commercially available and have become part of the daily lives of billions of people [1,2]. These new devices pose
everal technical, organizational, and social challenges [1,23,24].
Limited empirical evidence exists on the challenges that developers face while programming IoT systems software.

akhshari and colleagues [24] performed a systematic study of bugs and challenges that IoT developers face in practice,
nalyzing 5,565 bug reports from 91 IoT project repositories and validated by interviewing 194 IoT developers. They
eport difficulties related to immature testing tools, lack of device-level monitoring, and the fragmentation of the IoT
cosystem. Corno [25] et al. investigated the challenges faced by less experienced IoT developers. Their results highlight
hat the major challenges faced by these developers were due to a lack of well-structured documentation, the complexity
nherent to the interplay of the subsystems, and the integration with third-party services. Srisopha et al. [26] conducted
n exploratory study to evaluate whether user reviews of commercial IoT products can be an useful source of information
or software developers and maintainers of these product. After analyzing 7,198 reviews from 6 commercial IoT products,
hey report that a sufficient quantity of software related information exists in these reviews. Our study contributes to the
onstruction of a body of empirical evidence, by providing a taxonomy of issues that frequently arise in-the-wild.
Usability, adoption, and user acceptance of IoT devices have also been investigated. Oliveira [27] and colleagues

conducted a field study in which they interviewed the residents of 19 households, prior to the installation of a smart
heating management system and after living with the technology for one year. Comparing the two interview sets, they
found that many initial expectations were met but unforeseen issues arose, especially regarding the usability and the
effort required to configure the smart devices. Zheng et al. [28] conducted 11 semi-structured interviews with smart
homeowners, investigating their reasons for purchasing IoT devices, perceptions of smart home privacy risks, and actions
taken to protect their privacy. They highlight several recurring themes in collected responses, among which are the fact
that users trust IoT device manufacturers to protect their privacy but do not verify that these protections are in place. Our
study complements the ones mentioned above by providing quantitative evidence on the quality of devices perceived by
device owners, collected from app stores.

2.3. Companion apps

At the time of writing, companion apps have been studied in the literature exclusively from a security standpoint.
Wang and colleagues [2] have been the first to investigate the security of these applications and associated IoT devices.
Using a suite of program analysis techniques, the authors analyzed 2,081 Android mobile smart-home companion apps to
discover potential security vulnerabilities in over 4,700 IoT devices, leveraging the intuition that software and hardware
components are often reused across devices. Their approach successfully identified 324 devices from 73 different vendors
likely to be vulnerable to a set of security issues. A follow-up study by Mohanty et al. [3] proposes HybriDiagnostics,
a vulnerability assessment framework to uncover security issues in smart-home companion apps developed using
hybrid app development frameworks. The authors uncover nine security issues found in popular hybrid frameworks and
demonstrate their exploitability in a smart home environment. In our work, we focus on previously unconsidered aspects
of companion apps, investigating their perceived quality and prominent issues experienced by users.

3. Study design

This section describes the design of our study. In order to perform an objective and replicable study, we followed the
guidelines on empirical software engineering outlined in [29,30].

3.1. Goal and research questions

The goal of our study is to investigate the quality and prominent issues of smart-home IoT companion apps, as
perceived by users. By analyzing reviews and store metadata of apps, we aim to derive insights to (i) provide guidance
to users interested in using IoT products; (ii) inform companion app developers and IoT producers about characteristics
of their products on which they should focus their efforts, as these are frequently criticized by users; and (iii) highlight
open research directions for researchers. The context of our study is the one of real-world Android and iOS smart-home
companion apps available on the respective app stores.

To achieve this goal, we define the following research questions:

RQ1 How has the perceived quality of smart-home IoT companion apps evolved over time?
RQ2 Which are the prominent issues of smart-home IoT companion apps perceived by users?
3
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Fig. 1. Data collection process.

By answering RQ1, we investigate what is the opinion of users on smart-home companion apps and, by proxy, on
associated IoT products. Moreover, we examine how the opinion has evolved over time, given the potential greater
maturity of newer-generation IoT devices. RQ2 instead aims to identify and categorize the main issues currently faced
by users, to evidence the most critical aspects of smart-home companion apps and associated devices that require
improvement.

In order to answer RQ1, we rely on two metrics to estimate the perceived quality of companion apps: the review star
ating and the review sentiment. The former is a score from one to five given by the review author to the mobile app. The
atter is a categorization of opinions expressed in the reviews as negative, neutral, or positive judgments. Both metrics,
nd the process used to extract them, are described in detail in Section 3.2. Correspondingly, to answer RQ2, there is a
eed for an assessment of the main issues faced by users of companion apps. This is obtained as the result of a manual
nalysis procedure, described in Section 3.3.

.2. Data collection

Fig. 1 summarizes the data collection process employed in our study. The data collection was started in May 2021 and
ompleted in December of the same year. In the following, we describe each step in detail.

.2.1. IoT products discovery
As for the initial step, we identified a relevant number of smart home IoT products that are controllable by an associated

ompanion app. Following a procedure similar to the one employed by Wang and colleagues [2], we collected information
bout smart-home IoT devices from SmartHomeDB,2 an open community-supported smart home devices database. Using
he offered controls, we queried for those products that are equipped with either an Android or an iOS (at the time of
riting, the two most popular mobile operating systems [31]) companion app. This led to the identification of 921 distinct
roducts as of the 24th of May 2021.

.2.2. Companion apps extraction
Using an ad-hoc script, we iterated over the description page of each product identified in the previous step and

xtracted the companion app unique identifier (i.e., the package name for Android apps or the app id for iOS ones). This
s possible since companion apps cannot be installed directly from SmartHomeDB; rather, the description page of each

2 https://www.smarthomedb.com/
4
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Table 1
Descriptive statistics of collected applications.
Android

Metric Min Max Median Mean SD IQR

Rating 1.23 4.84 3.21 3.2 0.83 1.29
Reviews 1 278,588 494 8,925.55 31,812.38 2,697
Installationsa 1k 100M 100k 3,023k 12,811k 490k

iOS
Metric Min Max Median Mean SD IQR

Rating 1 5 2.94 3.12 1.19 2.34
Reviews 1 3,169,928 187 54,242.59 277,655.1 2,002.5
Installationsb – – – – – –

SD = standard deviation, IQR = inter-quartile range.
aGoogle Play does not provide the precise number of installations, but only a range (i.e., 100–1000). We conservatively
adopted the bottom of the range.
bThe Apple App store does not publish the number of app installations.

product provides links to the companion app’s pages on the respective app stores (i.e., the Google Play store for Android,
and the Apple App Store for iOS). Each link embeds the companion app unique identifier, which can be easily extracted by
parsing the page HTML source code. This allowed us to identify 282 Android and 307 iOS companion apps. We observed
hat the main reason why companion apps are lower in number than IoT products is that most brands provide a single
pp to control all products in a line, thus removing the need of a distinct app for each product.

.2.3. Apps metadata collection
We collected application metadata from the app store page for the IoT companion apps identified in the previous step,

everaging two open-source tools.3 ,4 For each application, we collected the application star rating (i.e., a score from one
o five that averages the scores given by users), and the application’s total number of reviews. Additionally, for Android
pps only, we collected the number of application installations. This information is unavailable on the store for iOS apps.
uring this step, we found that some of the apps were no longer available on the respective app store (i.e., Google Play
or Android apps, App Store for iOS ones). This can happen if the app developer decides to remove the app from the store
r if the app is found to be in violation of the store policies. Hence, these apps were excluded, leaving us with a final
mount of 179 and 199 Android and iOS apps, respectively. Descriptive statistics for the final set of apps included in the
tudy are provided in Table 1.

.2.4. User reviews collection
For the companion apps surviving the previous step, we collected the user reviews published on the app stores. During

his step, one difference among the two platforms was encountered: while the Google Play Store publishes all the reviews
ritten by users, the Apple App Store only provides at most five hundred reviews on the store page of each application.
or this reason, we were able to collect all the published reviews for Android apps but only up to five hundred reviews
or each iOS app in our dataset, leading to a total amount of 1,597,673 Android reviews and 48,981 iOS ones. The reviews
ollection was carried out employing the open-source tools used in the previous step.
In order to ensure quality of our dataset, we filtered out all reviews written in a non-English language. For this purpose,

e employed the LangDetect language identification library [32]. After this step, a total of 1,347,799 Android and 48,498
OS reviews remained in our dataset. For Android (iOS) apps, the earliest review collected is dated 9 December 2010 (13th
uly 2008), while the latest one is dated 24th of May 2021 (20th December 2021). Hereafter, we will refer to the datasets
f English Android and iOS reviews as DAndroid and DiOS , respectively. For each review, in addition to its text, we collected

the metadata associated with it, i.e., the user-given rating associated with the review and the publishing date.

3.2.5. Sentiment analysis
We enriched our dataset by performing sentiment analysis on DAndroid and DiOS . Sentiment analysis [33] is a frequently

sed opinion mining technique whose goal is to identify and extract affective states and subjective information reported
n sentences. In its most common usage scenario, sentiment analysis is used to classify written opinions as negative,
eutral, or positive. In our study, we adopt the VADER [34] sentiment analysis tool, selected among other possibilities
e.g., SentiStrength [35] or Stanford CoreNLP [36]) as it employs a rule-based approach specialized for short texts, such as
ser reviews. In a comparison of 24 sentiment analysis methods, evaluated over multiple domains such as social network
omments and product reviews, VADER has shown to be the most consistently well performing solution [37].

3 https://github.com/facundoolano/google-play-scraper
4 https://github.com/facundoolano/app-store-scraper
5

https://github.com/facundoolano/google-play-scraper
https://github.com/facundoolano/app-store-scraper


G.L. Scoccia, R. Eramo and M. Autili Pervasive and Mobile Computing 92 (2023) 101786

a
e
a
D
s
a
i

3

s

t
c
m
t
u
f
a
t
a
r
a

3

s
i
t
s
I
v
e
b

VADER computes a normalized weighted composite score (compound score) by summing the valence scores of each
word in the lexicon, adjusted to the grammatical and syntactic rules, then normalized so to fall in range −1 (most negative)
nd +1 (most positive). We adopted the recommended thresholds for the compound score, used in VADER’s [34] own
valuation, which consider an extracted sentiment as positive if its compound score is ≥ 0.05, negative if it is ≤ −0.05,
nd neutral if between the two thresholds. It is worth to note that we compute the sentiment for all reviews in DAndroid and
iOS without preemptively discarding short or low-quality reviews. Indeed, these reviews might be uninformative while
till expressing a polarized opinion about the app (e.g., ‘‘Terrible app!’’). Hence, discarding them can potentially introduce
bias in our analysis. Moreover, VADER rule-based extraction engine is particularly suited to deal with these difficult

nstances [34].

.2.6. Reviews filtering
In order to improve the relevance of our datasets DAndroid and DiOS , before performing the subsequent manual analysis

teps, we applied two reviews filtering criteria described in the following.
As mentioned, we performed a manual analysis with the aim to build up a ground truth for future automation of

he analysis process. Since, to the best of our knowledge, this is the first work that studies the services offered by the
ompanion apps in a general way, we decided not to use automated tools, but to rely on manual analysis. However,
anual analysis is time-consuming and requires a vast human effort [38]. Thus, we decided to focus on the reviews

hat have more potential in terms of relevance and timeliness. As proved in studies dealing with the prioritization of
ser reviews [39], short reviews are typically categorized as non-informative, while those containing potentially useful
eedback are longer and more structured. We filtered out those reviews with lengths less than five words, as these reviews
re likely to contain generic praises (e.g., ‘‘Good app!’’) or complaints (e.g., ‘‘Doesn’t work’’.) from which it is not possible
o extract useful insights. Secondly, we removed all reviews published prior to the year 2019. IoT is rapidly expanding
nd device software development, as well as companion apps, tend to be updated frequently [40]; thus we prioritized
ecent reviews, as older reviews may contain comments about outdated aspects of companion apps that might not apply
nymore. A total of 585,078 Android and 27,784 iOS reviews survived these filtering steps.

.2.7. Sample extraction
We extracted from DAndroid and DiOS two samples of reviews of reasonable size to be analyzed manually. We opted for a

ample size of 500 reviews. Such a sample size allows us to achieve a confidence level higher than 95% and a 5% confidence
nterval for both populations. From now on, we will refer to the extracted samples as SAndroid and SiOS , respectively. In order
o have a sample more representative of the complete population, we relied on a stratified weighted sampling procedure. In
tratified sampling [30], the population is divided into subgroups, named stratums, by means of a criteria that partitions it.
n our sampling procedure, we used the score associated with each review as partitioning criteria. Since scores are discrete
alues that range from a minimum of one to a maximum of five, we obtain a total of five stratums. Afterward, samples are
xtracted in the same proportion to the population from each stratum. The probability for each individual in a stratum of
eing selected is based on a given weight w. In our procedure, we defined the weight wr for a review r related to an app a

as wr =
1

1+na
, where na is the number of reviews for app a in the stratum. In other words, the adopted weighting function

assigns a greater weight to apps with fewer reviews in the stratum. We adopted the described sampling procedure for
two reasons: (i) from a preliminary analysis of reviews in DAndroid and DiOS , we observed that the distribution of the review
scores is not uniform (as further discussed in Section 4.1), hence a stratified sampling procedure allowed us to preserve
this distribution in the two samples SAndroid and SiOS ; (ii) the number of reviews for each app in DAndroid and DiOS is highly
unbalanced (as reported in Table 1), and therefore a selection based on the wr weights was more likely to extract reviews
belonging to a broader set of apps if compared with a fully random selection.

3.3. Data extraction and analysis

In this section, we describe how we extracted data from the obtained collection and analyzed the information obtained
to answer our RQs.

3.3.1. Perceived quality over time (RQ1)
To provide an answer to RQ1, we performed an initial exploration of collected data by means of descriptive statistics

and visualizations. We computed and analyzed time series for rates of different star ratings and sentiments over the years
and across the two collected datasets DAndroid and DiOS . The resulting time series are displayed in Figs. 3 through 6 and
discussed in Section 4.1.

We conducted a statistical analysis of collected data to confirm the results of the initial exploration. For this reason,
we considered, for both DAndroid and DiOS , as older reviews those belonging to the most dated three years in our dataset
(excluding years with ≤ 1000 collected reviews); whereas, we considered as newer reviews those belonging to the most
recent three years. We tested for differences in the star rating and sentiment score between older and newer reviews,
using the one-sided Mann–Whitney U test [41]. We selected this test as it does not assume the normality of the data
being tested, an assumption that we know does not hold for star ratings since they can only assume discrete values from
one to five. We formulated the null hypotheses H0 = ‘‘the distribution of star rating (sentiment score) for older and newer
reviews are the same’’ and the alternative hypotheses H1 = ‘‘ the distribution of star rating (sentiment score) for older reviews
is stochastically greater than newer reviews’’. When testing for differences in sentiment, we used the compound sentiment
score computed by VADER as the sentiment value of each review.
6
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3.3.2. Prominent issues (RQ2)
As for RQ2, the major difficulty resides in (i) uniquely identifying the subject of the review in order to understand if

t is related to the companion app or the associated IoT device, and (ii) categorizing the main issues discussed by users
ith semantically significant labels to highlight the most critical aspects that require improvement. For that reason, in
rder to precisely answer RQ2, we resorted to manual analysis of the two extracted samples SAndroid and SiOS , a procedure

frequently used in software engineering studies [5,9,18,19]. To reduce bias, two experienced researchers took part in the
analysis procedure, with each analyzing both complete samples independently. Each review was analyzed according to
two different perspectives.

Content. Each review was classified according to its content, as:

• App-related (A): In this category we include reviews containing opinions about the app (e.g., ‘‘Need some major update.
Pretty empty app... Disappointed’’);

• Device-related (D): In this category we include reviews containing opinions about the IoT device (e.g., ‘‘The camera is
very slow to respond to motion [...]’’);

• Unclear focus (U): In this category we include reviews from which it is not possible to understand the focus (e.g.,
‘‘Wasting time with unnecessary functions’’).

Note that, since the A and D categories are intrinsically not mutually exclusive, having resorted to manual analysis
allowed us to also clearly identify those reviews containing multiple opinions that refer to both the companion app and the
IoT device (e.g., ‘‘Serious frequent failures. Issues which cause the app and the Netgear access point to be frequently rebooted’’).
nstead, reviews classified as having an unclear focus do not fall within either category.

This manual classification was conducted to: (i) verify that the collected user reviews indeed provide informative
omments about companion apps and/or associated IoT devices, (ii) identify crosscutting categories, and (iii) build-up a
round truth for a future automation of the analysis process. Note that, understanding if an issue or malfunction depends
n the device or app is relevant in order to identify the classes of problems to be addressed to improve the user perception.
With respect to this classification, we made use of the Krippendorff’s Alpha coefficient [42] to measure the agreement

etween the two researchers before discussing and solving disagreement cases. We selected this measure for its ability
o adjust itself to small sample sizes. We obtained an α = 0.81 for SAndroid and an α = 0.73 for SiOS . Values of α over
.6 are regarded as an adequate level of agreement, while values over 0.8 are considered as an indication of substantial
greement [43].

oncerns. Contextually with the described classification, the two reviewers also assigned descriptive labels to each
urveyed review to summarize the concerns expressed in its content, following the guidelines of descriptive coding [44].
his second kind of analysis was conducted as an open labeling process, i.e., there was no predefined set of labels prior to
tarting the procedure. Rather, labels emerged naturally during the process, as more reviews were analyzed and recurring
oncerns identified. Potentially, multiple labels (if it expresses multiple concerns) or no labels (if uninformative) can be
ssigned to an individual review. After completing the analysis, the two researchers discussed together the assigned labels,
ligned the used terminology (e.g., one researcher used a ‘‘Bad UI’’ label, while the other used a ‘‘UI issue’’ label to describe
he same concept), and solved the cases for which there was a disagreement. Given the open nature of this labeling
rocedure and the need for a comparison between the two reviewers to realign the used terminology, it was not possible
o use a metric to evaluate the agreement between the two, prior to discussing differences. Hence, to ensure the quality of
he performed analysis, a third researcher was involved to break ties in those cases for which no agreement was reached
uring discussion. In most cases, the need for a tiebreaker was mostly due to the difficulties of labeling chaotic texts such
s user reviews. Indeed, these often are short, omit important details, or lack correct sentence structure, which made it
ossible to label it differently according to the researcher’s interpretation (e.g., ‘‘Since the update I can no longer set a timer.
t reverts to the next automatic change no matter what I do’’. was considered a Broken update by one researcher, while the
ther labeled it as a Dark pattern due to the removal of an existing feature). The intervention of the third researcher was
equired for 21 Android reviews and 14 iOS ones. The result of these activities was the definition of the taxonomy of
mart-home mobile companion apps’ user reviews in Fig. 2.
The content-related labels are described above; with respect to the concerns, a total of twenty-one descriptive labels

ave been used to describe recurring concerns found in the reviews. Furthermore, these have been organized in four
acro-categories:

• Functional-issues: In this category we group together labels that describe issues of functional nature.
• Non-functional issues: In this category we group together labels that describe issues of non-functional nature.
• Maintenance/evolution: In this category we group together labels that describe issues related to the evolution and the

maintenance of the application after its release.
• User experiences: In this category we group together labels used to describe negative user experiences of a less technical

nature.

In Section 4.2, we present the analysis results and provide descriptions and examples for each label describing concerns.
7
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Fig. 2. Taxonomy of companion apps’ user reviews.

Fig. 3. Star rating of Android reviews over the years (years in grey have ≤ 1000 reviews).

. Results

In the following, we present the results of the performed analysis to answer our research questions.

.1. How has the perceived quality of smart-home IoT companion apps evolved over time?

Figs. 3 and 4 show the distribution of the star ratings over the years for DAndroid and DiOS , respectively. For some years,
only a limited amount (≤ 1000) of scores have been collected, leading to greater variability of score ratios in these
years. Thus, we will only partially consider these years in our analysis. We can observe, for both the Android and the iOS
platform, a distribution of scores similar to the one of other consumer products [45], with a high number of score values
at the extremes (i.e., one-star and five-star scores) and a considerably reduced frequency for value in the middle (i.e.,
from two-star to four-star scores).

Specifically, when focusing on Android, we observe that the ratio of five-star scores exhibits a decreasing trend: after
reaching its maximum in the years 2012 and 2013 (49% for both years), it drops to its minimum in the year 2015 (36%)
8
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Fig. 4. Star rating of iOS reviews over the years (years in grey have ≤ 1000 reviews).

nd then partially recovers, ending at 40% in 2021. Similarly, the ratio of four-star scores experiences a decreasing trend,
nding at 11% in the year 2021 after an initial plateau for the years 2011 to 2013 (with values in the 13%–14% range).
egarding two and three-star scores, we observe a slightly higher ratio in the year 2011 (11% for two-star scores and
9% for three-star ones), followed by a decrease that leads to a minimum in the years 2012 and 2013 (7% for two-star
cores and 9% for three-star ones), to then end at 9% for both scores in the year 2021. Finally, in contrast with the others,
e observe a growing trend for one-star scores, which has an initial value of 28% in 2011, followed by a drop to its
inimum in the year 2013 (17%), to then record a growing trend from the year 2014 onwards (20%), leading to the final
nd maximum value of 31% in 2021. Results of the one-sided Mann–Whitney U test allow us to reject the null hypothesis
p− value < 0.01), thus confirming that, for Android applications, newer reviews (i.e., reviews in the 2019–2021 time
rame) have a statistically significantly lower star rating than older reviews (2011–2013). The mean difference in the star
atings between the two groups amounts to −0.46.

Focusing on iOS apps, limited data is available until the year 2013. From the year 2014 onward, we can observe that the
atio of five-score ratings has a slightly decreasing tendency: initially at 27% in 2014, it experiences a drop in the following
ears, counterbalanced by an increase to 28% in 2017, and a final decrease until 2021, ending at 25%. An opposed increasing
rend is observed for one-score reviews, that are at their minimum in the year 2014 (34%) and experience an increase over
he years, registering their maximum in 2016 (43%) to then end at 39% for the year 2021. Ratios of other scores remain
lmost constant, starting in 2014 at 14% for two-star ratings, 12% for three-star ratings, and 12% for four star-ratings.
n 2021, we observe ratios of 13%, 12%, and 11%, respectively. Similarly to Android applications, we can reject the null
ypothesis of the one-sided Mann–Whitney U test (p− value < 0.01), confirming that newer reviews (i.e., reviews in the

range 2019–2021) have a statistically significantly lower star rating than older reviews (2014–2016). However, the mean
difference in the star ratings between the two groups is more limited, amounting to −0.08.

The ratios of extracted sentiments over the years are provided in Fig. 5 for Android apps and in Fig. 6 for iOS ones.
egarding the former, we observe that the positive sentiment is the most common across all years. However, after starting
t 60% for the year 2011 and reaching its peak in 2013 at 71%, it experiences a decreasing trend, recording its lowest value
n 2021 at 59%. Specularly, the negative sentiment registers an increasing trend over the years, starting at 21%, registering
ts minimum in 2013 at 14% and then increasing until 2021 at 25%. Reviews with neutral sentiment constitute 19% of the
otal in the year 2011 and register a slight drop over the years, ending in 2021 at 16%. After testing the differences in
entiment scores between newer and older reviews, we can reject the null hypothesis (p− value < 0.01). Hence, newer
Android reviews have a statistically significantly lower sentiment score than older ones. The mean difference between
the two groups is −0.12.

Similar trends can be observed for sentiments extracted from iOS reviews. The positive sentiment has a decreasing
trend, constituting 66% of all extracted sentiments in 2014 (the first year for which sizeable data is available) and
decreasing to 61% for 2021. In contrast, the negative sentiment records a ratio of 26% in 2014 and has a growing trend,
ending at 32% in 2021. Noticeably, the ratio of reviews with neutral sentiment is considerably lower for iOS when
compared to Android, oscillating in the 7%–9% range for all years for which sizeable data is available. This difference
is likely attributable to the greater mean length of collected iOS reviews (73.85 mean words for iOS, as opposed to 21.96
for Android), which translates into a greater quantity of data on which the sentiment extraction is performed. Analogously

to Android apps, after testing for differences in sentiment score between newer and older reviews, we can reject the null

9
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Fig. 5. Sentiment of Android reviews over the years (years in grey have ≤ 1000 reviews).

Fig. 6. Sentiment of iOS reviews over the years (years in grey have ≤ 1000 reviews).

ypothesis (p− value < 0.01). Thus, for iOS apps, newer reviews have a statistically significantly lower sentiment score
han older ones. The mean difference between the two groups is equal to −0.05.

.2. Which are the prominent issues of smart-home IoT companion apps perceived by users?

In the following, we report on the results of the manual analysis performed on the two samples SAndroid and SiOS . Within
the former, 317 reviews were found to be app-related; whereas, 108 were found to be device related. Both totals include
47 reviews that have been classified as both app- and device-related. The remaining 122 reviews have been found to have
an unclear focus. Regarding SiOS , 348 reviews were classified as app-related and 185 as device-related, with 74 considered
as both app- and device-related. The other 41 reviews in the sample have been found to have an unclear focus. Upon closer
inspection, we notice that a lower amount of unclear reviews have been found in SiOS compared to SAndroid. Mostly, this
discrepancy is due to the difference in length of reviews across the two platforms (with 73.85 mean words for iOS opposed
to 21.96 for Android) that allows for a more easier understanding of their focus in the former.

In total, 423 labels have been assigned to 305 Android reviews (61% of all reviews in SAndroid) and 593 labels have
been assigned to 378 iOS ones (76% of SiOS). Table 2 displays counts of occurrences for all the employed labels, divided
by platform and with counts of app-related and device-related reviews. For each label, we also report its percentage in
relation to the total amount of reviews in the sample.
10
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Table 2
Breakdown of assigned labels.

Android iOS

A (%) D (%) U (%) Total (%) (A %) D (%) U (%) Total (%)

Functional issues

Connection/pairing issues 37 (7.4%) 19 (3.8%) 8 (1.60%) 59 (11.8%) 63 (12.6%) 40 (8%) 6 (1.20)% 86 (17.2%)
Flakiness 28 (5.6%) 9 (1.8%) 9 (1.8%) 41 (8.2%) 48 (9.6%) 22 (4.4%) 3 (0.6%) 58 (11.6%)
Crash 22 (4.4%) 2 (0.4%) 1 (0.2%) 23 (4.6%) 30 (6%) 5 (1%) 1 (0.2%) 36 (7.2%)
Stopped working 17 (3.4%) 8 (1.6%) 4 (0.8%) 24 (4.8%) 19 (3.8%) 14 (2.8%) 2 (0.4%) 32 (6.4%)
Platform fragmentation 14 (2.8%) 3 (0.6%) 1 (0.20%) 18 (3.6%) 24 (4.8%) 1 (0.20%) 0 (0%) 24 (4.8%)
Setup issues 14 (2.8%) 6 (1.2%) 5 (1%) 24 (4.8%) 12 (2.4%) 11 (2.2%) 0 (0%) 21 (4.2%)
Server issues 4 (0.8% ) 2 (0.4%) 1 (0.20%) 6 (1.2%) 9 (1.8%) 4 (0.8%) 1 (0.20%) 12 (2.4%)
3rd party integration issues 8 (1.6%) 0 (0%) 4 (0.8%) 12 (2.4%) 7 (1.4%) 3 (0.6%) 1 (0.2%) 10 (2%)
Sync issues 4 (0.8%) 3 (0.6%) 1 (0.2%) 6 (1.2%) 8 (1.6%) 1 (0.2%) 1 (0.2%) 10 (2%)
Authentication issues 13 (2.6%) 2 (0.4%) 0 (0%) 13 (2.6%) 7 (1.4%) 1 (0.2%) 2 (0.4%) 10 (2%)
Notification issues 9 (1.8%) 2 (0.4%) 0 (0%) 10 (2%) 6 (1.2%) 3 (0.6%) 0 (0%) 7 (1.4%)
Unspecified issue 16 (3.2%) 3 (0.6%) 6 (1.2%) 22 (4.4%) 20 (4%) 9 (1.8%) 3 (0.6%) 29 (5.8%)

Non-functional issues

UI issues 25 (5%) 6 (1.2%) 4 (0.8%) 31 (6.2%) 54 (10.8%) 14 (2.8%) 0 (0%) 54 (10.8%)
Performance issues 12 (2.4%) 9 (1.8%) 2 (0.4%) 17 (3.4%) 15 (3%) 7 (1.4%) 2 (0.4%) 18 (3.6%)
Privacy issues 5 (1%) 1 (0.2%) 1 (0.2%) 6 (1.2%) 10 (2%) 5 (1%) 0 (0%) 11 (2.2%)
Energy consumption 1 (0.2%) 0 (0%) 0 (0%) 1 (0.2%) 4 (0.8%) 2 (0.4%) 0 (0%) 4 (0.8%)

Maintenance/evolution
Feature request 39 (7.8%) 5 (1%) 9 (1.80%) 53 (10.6%) 57 (11.4%) 20 (4%) 3 (0.6%) 68 (13.6%)
Broken update 25 (5%) 5 (1%) 3 (0.6%) 31 (6.2%) 44 (8.8%) 5 (1%) 2 (0.4%) 48 (9.5%)
End of support 10 (2%) 2 (0.4%) 5 (1%) 15 (3%) 17 (3.4%) 12 (2.4%) 0 (0%) 25 (5%)

User experiences Dark patterns 8 (1.6%) 1 (0.2%) 1 (0.2%) 10 (2%) 19 (3.8%) 11 (2.2%) 1 (0.2%) 26 (5.2%)
Dangerous malfunction 2 (0.4%) 3 (0.6%) 0 (0%) 4 (0.8%) 2 (0.4%) 1 (0.2%) 0 (0%) 3 (0.6%)

A = App-related, D = Device-related, U = Unclear focus.

4.2.1. Functional issues
These issues constitute the bulk of identified labels, with a 258 functional issues identified for Android apps, and 335

for iOS ones.

Connection/pairing issues — This label describes issues in establishing a connection between the companion app and the
IoT device, that render impossible its remote use. This is the most frequent functional issue, found in 59 Android reviews
and 86 iOS ones, which translate to 11.8% and 17.2% of all reviews in the respective samples. An example is:

‘‘Awful.. the app is constantly loosing connection with the bulb meaning I have to switch off at the wall and back on
again to reset the connection. It’s there one minute and gone the next! Very frustrating!’’

Flakiness — This label is assigned to reviews in which users describe an unreliable behavior of the companion app or its
associated device, characterized by alternating periods of regular operation and periods of non-operation with no apparent
explanation. Problems of this kind have a strong negative impact on the user experience and have been identified in 41
Android reviews and 58 iOS ones. An example is the following:

‘‘App regularly crashes, randomly my devices will turn off, reset and just not record, even if it is scheduled to. [...] Cant
view or upload clips or pics that are saved internally. In short, the thing does what it wants, when it wants, and never
is reliable when I need it and has been that way since i got it’’.

Crash — This label is assigned to reviews in which users report experiencing an abrupt termination app due to a software
bug. We observed reports of this behavior in 23 Android and 36 iOS reviews. An example is the review below:

‘‘Continuously crashing upon opening or when attempting to edit a zone. Total frustration. Application technical support
has been useless’’.

Stopped working — This label groups those reviews in which users describe that the device or companion app associated
with it has unexpectedly stopped working after a limited period of time. Overall, 24 Android and 32 iOS reviews have
been identified that belong to this category. An example is provided below:

‘‘This app is horrible. I bought two smart plugs and they connected to my phone for a few days and then just unexpectedly
stopped working. [...]’’

Platform fragmentation — This label is used to denote those reviews in which users report poor compatibility of the
companion app on certain mobile devices [46]. This kind of issues have been found in 18 Android and 24 iOS reviews. An
example of reviews of this kind is the following:

‘‘App won’t connect to my LG Soundbar anymore since upgrading to iOS 14. Come in LG, get your act together!!!’’
11
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Setup issues — This label groups those reviews in which users report problems experienced during the installation or the
first usage of the device. Overall we have identified 24 Android reviews and 21 iOS ones that belong to this category. An
example is the following:

‘‘Out of home controller has delays. Device setup is a nightmare’’

Server issues — This label is used for those reviews which describe problems attributable to the malfunctioning of the
remote servers to which the computation is offloaded by the IoT device or the companion app. Overall, 6 Android and 12
iOS reviews have been identified that report problems of this type. Below is an example:

‘‘Their product does not even work, the vents do not automatically close by themselves. They claim it’s possibly a server
issue but it’s been a while now. [...]’’

Third-party integration issues — This label is used to highlight those reviews that describe problems in the interaction
between the IoT product and third-party services. 12 Android and 10 iOS instances have been identified for this label. An
example is the following:

‘‘[...] My big issue is that this thermostat claimed to be Alexa capable yet I can never get it to work. Alexa never recognizes
the thermostat, which is terribly frustrating. I have also tried connecting the thermostat to Apple HomeKit to see if it
worked better than Alexa but I can’t even get HoneKit to recognize the thermostat. [...]’’

Sync issues — This label is used for those reviews describing data synchronization problems between the companion app
and the IoT device, resulting in a misalignment between the two. Overall, 6 Android and 10 iOS instances of this type of
issue were identified. A clarifying example is below:

‘‘Every time I turn off devices all the configuration is gone. I have to setup everything from beginning. I have updated my
firmware. App hangs very often’’.

Authentication issues — This label groups those reviews in which users report problems related to user authentication,
which undermines the user experience. Overall, 13 Android and 10 iOS instances of this kind have been identified. An
example is the following:

‘‘My username and password are correct as I can log in via the website, but the app says the password is wrong and
won’t let me reset it because it says the email is wrong. Then it won’t let me sign up with my email because it says
something is wrong! [...]’’

Notification issues — This label groups those reviews in which users report problems related to push notifications produced
by the companion app. We can identify two main cases within it. In the first case users report receiving an excessive
number of notifications, hence perceiving them as spam; In the second case instead users report not receiving any
notification or receiving them with an excessive delay, hence missing important events. Problems of this kind have been
found in 10 Android and 7 iOS reviews. An example is provided below:

‘‘This was a great app but recently started sending notifications for motion sensing which I’ve never enabled. Now getting
flooded with useless push notifications’’.

Unspecified issue — This label is used to denote those reviews in which users express complaints about the application
but do not provide enough details to fully understand the nature of the problem. Overall, 22 Android and 29 iOS reviews
of this type have been identified. An example is the following:

‘‘Kind of like a program written by a high school student. I’m taking back the device and finding something better, with
a better app’’.

4.2.2. Non-functional issues
These have been found in a minority of analyzed reviews, composed of 55 Android reviews and 87 iOS ones.

UI issues — This label identifies reviews that complain about poor User Interfaces (UI), considering them too complicated
or deemed to be deficient, thus rendering the application and associated service difficult to use. A total of 31 Android and
54 iOS reviews that describe complaints of this kind have been identified, corresponding to 6.2% and 10.8% of reviews in
their respective samples. An example is the following:
12
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‘‘This app is horrible. Period. I had been fussing with it for months, trying to get Logitech support to help me set it up.
The app is completely incomprehensible and non-user friendly. Furthermore, Logitech’s technology does not work at all
on any network!’’

Performance issues — This label is used to identify reviews in which users describe experiencing issues related to app
performance, such as response time, and resource consumption [13]. Issues of this kind have been found in 17 Android
and 18 iOS reviews. An example is the following:

‘‘The idea and design maybe good but not as good as it should be. Very slow and delayed video even within Wi-Fi network,
forget in remote mode’’.

Privacy issues — This label is used to evidence reviews in which users express a concern about their privacy, either
described as being requested an excessive amount of personal data to use the service or by being unable to understand
the reasons behind the collection of some sensitive data. In total, 6 Android and 11 iOS apps have been marked with this
label. An example of a review of this kind is the following:

‘‘Why should I always need location on to use this bulb? I understand using location service ONCE while pairing the
device but don’t understand the need to keep location on always’’.

Energy consumption — This label is used for reviews in which complaints about an excessive energy consumption are
found, resulting in a reduced battery life of the mobile or IoT device. This label was identified in a limited number of
reviews, comprised of 1 Android and 4 iOS instances.

‘‘This app is now using 25% of my battery. This must change since im already invested into abode’’.

4.2.3. Maintenance/evolution issues
These amount to the second most common category of issues, with 99 identified for Android apps and 141 for iOS

ones.

Feature requests — This label is assigned to reviews that contain suggestions for new features or improvements of existing
ones. Indeed, it is well known that user reviews can be an useful source of information to derive requirements of future
app releases [7,8,17]. Noticeably, in the case of companion apps, suggestions may not be limited to the application alone
but may extend to the associated device. A total of 68 iOS and 53 Android reviews have been identified belonging to this
category. An example of a review that includes a request of improvement is the following:

‘‘I’ve love my system and the app works great, but I wish the schedule feature allowed on/off settings. [...]’’

Broken update — This label identifies reviews that report the insurgence of an issue after updating the companion app or
the device firmware. Issues of this kind have been found in 31 Android and 48 iOS reviews which correspond to 6.2% and
9.6% of all reviews in SAndroid and SiOS , respectively. An example is given below:

‘‘I can not turn on/off motion detector remotely with latest update. It’s always been a pain but was finally working ok,
now it won’t connect. [...]’’

nd of support — This label is used to describe user reviews that report that the companion app and/or the IoT device no
onger work, due to its support having been discontinued by the proprietary company. A total of 15 Android and 25 iOS
eviews have been assigned this label. A clarifying example is the following:

‘‘They SkyBell stopped working because they stopped supporting the technology to make you buy a new door bell. I only
had it for a couple of years. That’s ridiculous and I won’t get another one’’

.2.4. User experiences
This category groups together two labels used to describe negative user experiences of a less technical nature, found

n 14 Android reviews and 29 iOS ones. We consider these user-reported experiences relevant to our analysis due to their
otential socio-technical impact (discussed in Section 5).

ark pattern — The term ‘‘Dark pattern’’ identifies instances where designers use their knowledge of human behavior (e.g.,
sychology) and the desires of end users to implement deceptive functionality that is not in the user’s best interest [47].
nitially defined in the context of screen-based interactions [48], the concept of dark pattern is broader and can be
xpanded to all interactions that affect the user experience [47,49]. In the course of our analysis, we have identified 9
ndroid and 25 iOS reviews that describe dark patterns. Analyzing them more in-depth, we have identified two types of
ark patterns that are more frequent. The first, found in 5 Android and 12 iOS reviews, encompasses those cases in which
o push users towards the sign-up of a monthly subscription, existing system functionalities are removed and locked
ehind a paywall. This behavior is known as ‘‘forced action’’ accordingly to the categorization of dark patterns provided
y Gray et al. [47]. An example is the following review:
13
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‘‘Used to be that you can view all locally recorded events from your server. Now you have to subscribe to their cloud
service! Feature taken away just to force subscription. [...]’’

The second dark pattern frequently identified, found in 2 Android and 5 iOS reviews, concerns those cases in which
ome relevant information is omitted or purposely delayed to the user. This dark pattern is known as ‘‘sneaking’’ in the
categorization provided by Gray [47]. An example is given below:

‘‘Charging people 3$ monthly for the implementation of geo fencing and window detection is too much and should be
stated much clearer on the product when purchasing. [...] ’’

The remaining cases are varied and include, among others, the inability to disable certain functionalities (e.g.,
‘‘Developers, create a button to turn off ‘‘by the way’’ suggestions [...]. I just want a simple answer from the device so I can
get on with life’’.), flooding the user with messages (e.g., ‘‘Won’t stop spamming me to get a review’’), and making it difficult
to cancel an ongoing subscription.

Dangerous malfunction — This label has been assigned to those reviews that describe situations in which users have
perceived a potential danger due to a malfunction of the IoT device or of the companion app. In total, we identified
4 Android and 3 iOS reviews marked with this label. An example is the following, in which a user describes the
malfunctioning of a smart thermostat:

‘‘Still one star... Thermostat starts overheating since a while now, passing the set temperature without turning off. Which
is very dangerous seen I have one in the newborn baby room. [...]’’

5. Discussion

In the following, we discuss the results provided in the previous section to call attention to their impact.

Perceived quality has not improved over the years. The results of RQ1 highlight that the perceived quality of smart-
home companion apps has not improved over the years. Statistical analysis confirms a decrease in both star rating and
sentiment score in more recent years. Indeed, the ratios of positive star rating scores and positive sentiment do not
record an increasing trend over the observed time span, which covers a period of over ten years. This highlights that the
companion apps and related IoT devices have not matured over the years, and are still affected by a variety of problems of
different nature, described in the results of the RQ2. User complaints have been found in 61% of reviews in the analyzed
Android sample and 76% of reviews in the iOS one. These numbers, combined with the issues identified in RQ2, show
that smart-home companion apps software is flaky, unoptimized, and difficult to use, thus failing to meet end-users’
expectations. Although more research is required to fully comprehend the reasons behind this lack of evolution, we
hypothesize that this is due to the fact that developing quality software for IoT products is inherently difficult, as it
relies on the interplay of heterogeneous devices (i.e., cloud, low-powered and mobile devices) and it requires ensuring a
wide set of non-functional qualities (e.g., usability, reliability, privacy).

Most frequent issues We collected a large number of functional issues. Among them, the most argued are Connec-
tion/pairing issues (19.34% of labeled Android reviews and 22.75% of iOS ones), Flakiness (13.44% Android and 15.34% iOS),
rash (7.54% Android and 9.52% iOS), Stopped working (7.87% Android and 8.47% iOS), and finally the generic Unspecified
ug (7.21% Android and 7.67% iOS). Whereas, among the non-functional issues, user interfaces UI issues stand out with

10.16% of labeled Android reviews and the 14.29% of iOS ones. Such results underline that having a usable, functional
and efficient companion app is essential for the success of the device. Other common discussed features are related to
maintenance and evolution, that are Feature request (17.38% Android and 17.99% iOS) and Broken update (10.16% Android
and 12.7% iOS). The former highlights that user reviews of companion apps are a valuable source of information to derive
requirements for future releases.

Privacy is rarely considered Focusing on the results of our qualitative analysis (described in Section 4.2), we can observe
that a limited amount of reviews express privacy-related concerns, identified in only 6 Android and 11 iOS reviews.
Although this is in agreement with previous studies, that found that only a limited fraction of mobile app reviews discuss
privacy concerns [50–52], this absence is particularly relevant in the context of IoT devices, which possess a wide range
of always-on sensors (e.g., microphone, camera, GPS), potentially usable to acquire a variety of sensitive information. A
possible explanation for this phenomenon is that the more privacy-concerned individuals refrain from adopting smart-
home IoT devices, driven by their privacy concerns. However, this also highlights that most consumers do not pay special
attention to privacy-related aspects of IoT devices, or are willing to accept compromises in this regard, trading privacy
in exchange for more advanced features. Consequently, we reason that, in the IoT domain, to achieve effective privacy
cannot protection, it cannot be delegated to end-users but has to be enforced by legislators and platform administrators
through specific rules and legislations.

Socio-technical challenges Some identified issues go beyond the technical sphere and can have a broader impact

on society. In particular, the reviews tagged with the Dangerous malfunction label evidence that, since IoT devices are
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equipped not only with sensors but also with actuators, they can potentially become a danger in the eventuality of a
software malfunction. Although software whose malfunction can have critical consequences is not new [53], it must be
taken into account that in the future IoT devices are expected to be extremely widespread and pervasive. Therefore, the
challenge of ensuring the safety of these devices on a large scale arises.

A second noteworthy problem is the presence of dark patterns, traditionally relegated to digital interactions and on the
eb [48]. Presence of dark patterns in commercial IoT devices highlights their passage from the purely digital world to the
hysical world, where they could potentially creep into interactions with appliances and devices of daily usage. However,
ifferent from the digital world, installation and configuration of IoT products is more expensive and time-consuming.
herefore the balance of power is further skewed towards product developers that could more easily coerce users into
ecisions not in their complete interest.

uture research challenges Based on our findings and considerations, we highlight the following research challenges:

Designing new techniques, tools, and methodologies to assist developers in the construction and maintenance of IoT
products. The results of our study evidence that a considerable amount of functional issues derive from the difficult
interplay of low-powered, cloud, and mobile devices. Indeed, testing IoT systems is a challenging task, due to the
cross-domain particularities of these systems, the considerable number of involved devices, the unreliable connectivity,
and device and protocols heterogeneity [54–56]. While dedicated solutions do exist [57,58], these fail to fully address
existing challenges, and further effort is required towards the development of testing solutions, automation procedures,
and continuous integration features specifically tailored for IoT systems [54]. Moreover, ensuring adequate quality
levels is difficult, as a multitude of aspects needs to be considered [56,59], including availability, performance, privacy,
security, and energy consumption. Indeed, in the results of our qualitative analysis (refer to Section 4.2) we identified
user concerns related to these aspects in user reviews. Further work is needed for defining frameworks to measure
and ensure the necessary quality levels of selected aspects of IoT systems [56]. To this end, akin to regular mobile
apps [15], monitoring user reviews of companion apps can provide guidance on aspects that require improvement.
Furthermore, in the smart-home context, the development of integrations among different IoT devices also poses
a significant challenge [60], as developers need to properly handle the heterogeneity of different devices, possible
situations, and errors. Hence, there is a need for standards and tools that facilitate the integration of such heterogeneous
software and hardware components, frequently developed and commercialized by different vendors.
Improving procedures for the release of software updates. In the smart-home domain, software updates are deployed
over the air for both the IoT device firmware and the associated companion app, to add new features, resolve software
bugs, and address security vulnerabilities [61]. In our qualitative analysis, we found that broken updates are a significant
source of complaints for users of companion apps. While in other domains it is possible to quickly distribute urgent bug
fixes to address issues discovered after the release of a update [62,63], this might not always be possible for IoT devices,
due to limited processing power and intermittent connectivity [61,64]. Hence, it is necessary to design procedures for
the safe roll-out of updates, e.g., adapting change impact analysis techniques [65] to the IoT domain and devising robust
offline rollback procedures [66]. In addition to reducing issues caused by updates, this would partially reduce the effort
required by manufacturers to support devices, thus meeting the expectations of users who demand for IoT devices
a longer lifetime than what is currently guaranteed by manufacturers. Additionally, it is necessary to develop a better
understanding of how users perceive software updates: although it is known that the updates release strategy can affect
the success of a mobile application [67], it is unclear if a similar effect also exists for smart-home devices.
In relation to privacy, due to the novelty of the technology, users’ concerns are not yet fully understood [28,68]. While
not focusing on privacy alone, our study shows that user reviews of companion apps can represent a useful source
of information to investigate user concerns in-the-wild. Moreover, there is a need for more effective ways to convey
to users the privacy risks that threaten them. While attempts do exist [69], the effectiveness of these visualizations in
nudging actual users’ behavior needs to be investigated [70]. Furthermore, the solutions that have been proposed aim to
inform users at the time of device purchase, but privacy and security threats can arise at a later time during the device
lifetime, due to misconfigurations [71] or software updates [72]. Hence, devising solutions for informing and assisting
users during these later phases is an open research challenge. Additionally, several studies have investigated solutions
to introduce access control capabilities into smart-home IoT systems [73–75]. However, due to the heterogeneity of
these devices, there is no one-size-fits-all solution [75] and mechanisms to elicit privacy preferences while preserving
an acceptable user experience are required [74]. Finally, it is necessary to investigate which are the most common
violations, in order to gather evidence for regulators and platform maintainers to introduce new privacy-preserving
rules.
It is necessary to achieve a deeper understanding of dark patterns and strategies used to coerce users into decisions,
not in their complete interest. Researchers have documented the presence of dark patterns in interactions with smart
devices in shared public spaces [76], and our work provides preliminary evidence of their presence in interactions
with smart appliances in private spaces. While efforts have been conducted to catalog and study the prevalence of dark
patterns in mobile applications [77], it is unclear how frequent and impactful these are in companion apps. Furthermore,
in the context of online interactions, users have been found to be generally aware of the influence of dark patterns on
their behavior but, nonetheless, they are unable to oppose such influence [78,79]. Hence, given the pervasiveness of
IoT systems, these threats pose an increased risk in this new domain. For this reason, it is important to build a deeper
understanding of dark patterns in IoT, which will help in designing new rules and countermeasures to restore the
balance of power between users and manufacturers.
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6. Threats to validity

In the following, we discuss the threats to the validity of our study according to the Cook and Campbell categoriza-
ion [80].

nternal validity refers to the causality relationship between treatment and outcome. In our study, we relied on an
utomated tool to identify the sentiment of user reviews. Therefore, we rely on the tool correctness, and thus, its
otential issues could affect our study results. To mitigate this risk, we purposely selected a tool frequently employed
n opinion mining studies [37] and specialized to deal with short texts. Moreover, a manual procedure was employed
o identify user concerns. As with all kinds of manual processes, mistakes might have occurred. To mitigate this threat,
wo different researchers performed this task independently and a third one was involved to break ties. When applicable,
heir agreement level was measured with the Krippendorff alpha [43] and resulted satisfactory. Quantitative data collected
orroborates the results of the manual analysis.

xternal validity deals with the generalizability of obtained results. To ensure that our subjects are representative of
he population of companion apps, we verified their number of installations and reviews, provided in Table 1, before
roceeding with our analysis. In addition, we collected and analyzed samples of both Android and iOS companion apps
o ensure that concerns of users of both platforms are considered in our study. Finally, we adopted a stratified sampling
rocedure to ensure that analyzed reviews are representative of a wider range of user judgments.

onstruct validity deals with the relation between theory and observation. In our study, we analyze user reviews of
ompanion apps, to identify recurrent issues from the end-user perspective. A wide variety of devices offers an associated
ompanion apps and each might be subject to different issues. When dealing with subtle issues, only a minority of users
how sufficient awareness. Hence, the proposed approach might not discover the more subtle issues. We mitigate these
hreats by analyzing two statistically relevant sets of reviews, that allow us to achieve a confidence level higher than 95%
nd a 5% confidence interval.

onclusion validity deals with issues that affect the ability to draw the correct conclusions from the outcome of
xperiments. To mitigate this threat, while answering RQ1, we complemented our exploratory analysis with the usage of
tatistical tests to prove our assumptions and test our hypotheses and therefore limit the room for error when interpreting
he experiment results. In addition, in our study, we conducted a qualitative analysis of two reviews samples to build an
nderstanding of perceived issues and provide confidence in our results. Furthermore, in this study, we assumed that user
eviews are a reliable source for inferring user concerns. However, there may be other factors that potentially may affect
sers’ judgment. Numerous examples of purposeful reviews have been reported in the paper to highlight the usefulness
f classified concerns. The full set of classified user reviews is publicly available in the replication package of this study.

eliability validity concern the extent to which the obtained findings can be reproduced. To mitigate this threat We are
aking available the collected datasets plus mining and analysis scripts, other than providing full details about the data
xtraction and analysis procedures.

. Conclusion and future work

We conducted an empirical study of 1,347,799 Android and 48,498 iOS user reviews, to investigate the perceived
uality and prominent issues of IoT mobile companion apps. Combining qualitative and quantitative methods, we
ncovered that users’ judgment has not improved over the years, due to a variety of functional and non-functional issues,
uch as difficulties in paring with the device, software flakiness, poor user interfaces, and issues of a socio-technical impact.
ased on our findings, we identified open research directions to address aspects that require improvement in order to
eet user expectations.
The manual analysis, presented in this work, was performed with the aim to build up a ground truth for future

utomation of the analysis process. As future work, we plan to extend this work through an automated and improved
rocess. App review analyzes can be automated using different text mining techniques, mainly based on Machine Learning
ML) and Natural Language Processing (NLP) [38].

With the aim to prioritize the user reviews, we will consider to use a tool for automatically filtering and ranking
nformative reviews [39]. In order to answer RQ1, we already employed automated tools to compute and analyze
entiments. For RQ2, we performed a manual analysis with the aim of (i) uniquely identifying the subject of the review,
nd (ii) categorizing the main issues discussed by users. Such steps can be automated by employing techniques for
lustering (e.g., to group reviews discussing the same topics) and classification (e.g., to categorize user feedback based
n user intention) [38]. Also, we plan to extend the sentiment analysis to identify feature-specific sentiment. Whereas,
ecommendation tools can be adopted to assign priorities to reviews reporting bugs [81] and information extraction
echniques to identify features [38].

Moreover, some existing approaches can be considered to extend this work. Among them, [82] proposes an approach
or capturing user needs useful for developers performing maintenance and evolution tasks. In particular, the approach
utomatically (i) extracts the topics treated in reviews, (ii) classifies the intention of the writers, to suggest the specific
inds of maintenance tasks developers have to accomplish, and (iii) groups together sentences covering the same topic.
16
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Finally, we are interested in studying how the (planned) automated analysis can be turned into a continuous monitoring
ffort. Detecting users’ significant intentions (e.g., new features wanted) timely and precisely is crucial, also users’
entiment and preferences often change over time due to either internal factors (e.g., new bugs) or external factors
e.g., new competitors). In this respect, the temporal correlation between user review results can be analyzed; for instance,
n [83], NLP techniques are applied to obtain sentence-level sentiment scores and fine-grained user preference features
rom app reviews in different time slices. Moreover, incremental learning techniques can be applied, so that updated data
an be continuously used to extend the existing model’s knowledge [84]. Tracking how user reviews evolve over time
ould provide a better knowledge base to improve apps accordingly and continuously.
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