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 a b s t r a c t

The presence of autonomous systems is growing at a fast pace and it is impacting many aspects of our lives. 
Designed to learn and act independently, these systems operate and perform decision-making without human 
intervention. However, they lack the ability to incorporate users’ ethical preferences, which are unique for each 
individual in society and are required to personalize the decision-making processes. This reduces user trust and 
prevents autonomous systems from behaving according to the moral beliefs of their end-users. When multiple 
systems interact with differing ethical preferences, they must negotiate to reach an agreement that satisfies the 
ethical beliefs of all the parties involved and adjust their behavior consequently. To address this challenge, this 
paper proposes RobEthiChor, an approach that enables autonomous systems to incorporate user ethical prefer-
ences and contextual factors into their decision-making through ethics-based negotiation. RobEthiChor features 
a domain-agnostic reference architecture for designing autonomous systems capable of ethic-based negotiating. 
The paper also presents RobEthiChor-Ros, an implementation of RobEthiChor within the Robot Operating 
System (ROS), which can be deployed on robots to provide them with ethics-based negotiation capabilities. To 
evaluate our approach, we deployed RobEthiChor-Ros on real robots and ran scenarios where a pair of robots 
negotiate upon resource contention. Experimental results demonstrate the feasibility and effectiveness of the 
system in realizing ethics-based negotiation. RobEthiChor allowed robots to reach an agreement in more than 
73% of the scenarios with an acceptable negotiation time (0.67s on average). Experiments also demonstrate that 
the negotiation approach implemented in RobEthiChor is scalable.

1.  Introduction

The presence of autonomous decision-making systems is growing at 
a fast pace and is poised to have a critical impact on society Suri et al. 
(2023), Jedlickova (2024). Increasingly, these systems will be acting 
on behalf of humans Anderson et al. (2018) and making decisions au-
tonomously without the need for human intervention Waldman (2019). 
As of today, however, human values and ethics are mostly not consid-
ered by the digital systems that are making decisions for them, leading 
to a lack of trust, which in fact requires considering not only techni-
cal and legal aspects, but also ethical ones Lacher (2017a), Reinhardt 
(2022), Floridi (2019), Kares et al. (2023). In particular, the autonomous 
systems that we have today are not able to consider the ethical prefer-
ences of end users, which can indeed be used to customize their decision-
making process. This inability undermines their ethical trustworthiness, 
which, alongside technical trustworthiness, forms a crucial component 
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of an overall trustworthy system Donati et al. (2025), Autili et al. (2025). 
To truly serve our needs and become an integral part of our lives, these 
systems must expand their abilities to integrate mechanisms that en-
able ethical considerations in their decision-making process Inverardi 
et al. (2022), Alidoosti (2021), Anderson and Anderson (2020), Tolmei-
jer et al. (2020), Alidoosti et al. (2022). This calls for enhancing the 
decision-making to consider the personal ethical preferences of users 
and take into account their morals and beliefs, which may vary over con-
texts and are unique for each individual in society Alidoosti et al. (2022, 
2025), Friedman et al. (2013), Awad et al. (2018), Bogosian (2017), 
Migliarini et al. (2020). For instance, in fields such as healthcare, where 
service robots help in patient care, smart home systems, where robots 
provide personal assistance, autonomous vehicles, etc., it is essential for 
these systems to take into account the ethical preferences of their users 
to make ethically-informed decisions. Engineering autonomous systems 
that can reflect on ethical considerations will not only enable their in-
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tegration into society but also foster trust toward these systems Donati 
et al. (2025), Donati (2024).

Although several studies Liao et al. (2019, 2023), Dennis et al. 
(2016), Bremner et al. (2019), Winfield et al. (2014), Winfield and 
Hafner (2019) consider ethics in their decision-making, these systems 
adhere to ethical principles established by system designers (as detailed 
below in Section 11). Hence, due to the absence of a universal ethic, its 
intrinsic subjectivity and capillarity Pant et al. (2024), the challenge of 
“personalizing” autonomous systems with the moral beliefs of end users 
(e.g., through an ethical profile) for the purpose of customizing their 
decision-making remains mostly unaddressed Autili et al. (2025). For 
instance, how should the system make a decision that accounts for the 
user’s benevolence towards the elderly or people with health problems.

In this direction, the work in Inverardi (2019b) delves into the foun-
dational principles of addressing user ethical concerns in autonomous 
systems: individuals need to be able to exercise (some degree of) control 
over the decisions that autonomous systems make on their behalf, i.e., 
autonomous systems, in their behavior, need to consider user’s moral be-
liefs. Empowering the user with personalized software connectors that 
are able to reflect the user’s moral values in the interactions with digital 
systems is also the approach taken in the Exosoul project Autili et al. 
(2019). The approach has been applied to privacy profiles Di Ruscio 
et al. (2024), Inverardi et al. (2023) and ethical profiles Alfieri et al. 
(2022). Following this line of work, in Boltz et al. (2024), the authors 
emphasize the need for user empowerment within the framework of 
autonomous systems, which demand mechanisms for balancing diverse 
needs, values, and ethics at the individual, community, and societal lev-
els.

An important practical consideration here is that, similarly to what 
often happens to humans, autonomous systems are not completely “iso-
lated”; rather, they operate in a shared physical environment, where 
they have to deal with each other, e.g., to solve situations where re-
sources are contented, such as using the only one available elevator 
or tool, occupying a parking spot, traversing a narrow corridor/door 
as first Palmer et al. (2018), Youssefmir and Huberman (1995), Bram-
billa et al. (2008), Nam and Shell (2015), Stavrou et al. (2018), Jiang 
et al. (2019). Thus, systems may need to interact to reach a situational 
agreement that satisfies the moral beliefs of the users they are acting 
on behalf of Alfieri et al. (2023, 2022), Bogosian (2017), Bostrom and 
Yudkowsky (2018), Nallur and Collier (2019), Ryan and Stahl (2020). 
The agreement is situational in that it is unrealistic to expect that it is 
reached once and for all; rather, it is situational in that it may depend 
on the specific context and current status of the users. For example, how 
can an assistive robot decide whether to give priority to another assis-
tive robot, considering the status of the users being assisted if they are 
injured, elderly, or in a hurry when in the supermarket or the hospi-
tal? Negotiation is a possible way of reaching such an agreement Chen 
and Weiss (2019), Khemakhem et al. (2020) and automated negotiation
is the process through which multiple autonomous systems communi-
cate by automatically exchanging bids, dialogues, and offers for that 
purpose Memon et al. (2025), Khemakhem et al. (2020), Baarslag et al. 
(2017), Kiruthika et al. (2020), Bagga et al. (2022), Zuckerman et al. 
(2013), Baarslag et al. (2016), Memon et al. (2023). However, quanti-
fying user ethical preferences and formalizing negotiation rules based 
on them remains another key challenge Chen and Weiss (2019), Kraus 
(2011).

To address these challenges, this paper presents RobEthiChor, an 
approach that makes autonomous systems capable of exploiting user 
ethical preferences to regulate their autonomous behavior and sup-
port decision-making through ethics-based negotiation. The RobEthi-
Chor approach aims to contribute towards the design and develop-
ment of trustworthy autonomous systems capable of replicating the be-
havior of humans while making ethically informed decisions on their 
behalf. The goal is to promote the system’s trustworthiness by adopt-
ing an architecture that, supporting automated ethical negotiation, al-
lows systems to take into account ethical considerations at runtime

Yazdanpanah et al. (2021), Abeywickrama et al. (2023), Bennaceur et al. 
(2023). Specifically, we target autonomous systems that act on behalf of 
humans Anderson et al. (2018) and, building on the principles of Utili-
tarianism Moor (2006), Mill (2016), Allen et al. (2005), exploit a user’s 
ethical profile and a context model to personalize their autonomy and, 
upon a resource contention, negotiate to reach an agreement. The ap-
proach features a domain-agnostic reference architecture as a template 
solution for realizing autonomous systems capable of leveraging the eth-
ical profiles of end users and their contextual status during negotiation, 
so to ensure that the decision is aligned with the preferences of all par-
ties involved. In this paper, we also present RobEthiChor-Ros, a spe-
cific instance of our reference architecture implementing the proposed 
automated context-aware ethics-based negotiation on top of the Robot 
Operating System (ROS). The full implementation of RobEthiChor-
Ros is available1, and the experimental results show that the approach 
effectively accomplishes the negotiation and allows systems to behave 
according to user ethical preferences. The replication package permits 
reproducing the experiments2. In summary, main contributions are:

∙ a context-dependent ethical profile for specifying user ethical pref-
erences in terms of graded dispositions;

∙ an automated context-aware ethics-based negotiation process for 
ethically-informed decision making;

∙ a domain-agnostic reference architecture providing a template solu-
tion for realizing autonomous systems supporting ethics-based nego-
tiation;

∙ RobEthiChor-Ros: the full implementation of the architecture for 
the robotic domain through the Robot Operating System (ROS);

∙ the evaluation of RobEthiChor to assess its effectiveness in realiz-
ing the negotiation and its viability with real robots.

The rest of the paper is organized as follows. Section 2 introduces the 
main ingredients of our approach. Section 3 presents a motivating sce-
nario, and Section 4 details the proposed solution. Section 5 describes 
the reference architecture, and Section 6 presents its implementation. 
Section 7 presents the evaluation of the approach and its results. Sec-
tions 8 and 10 discuss relevant aspects of our approach and highlight 
limitations and threats to validity. Section 11 discusses related work, 
and Section 12 concludes the paper with future steps.

2.  Background and scope

In the following, we present an overview of the main ingredients/ba-
sic concepts that we leverage in our work.

2.1.  Digital ethics

We employ the notion of digital ethics, as proposed by Floridi Floridi 
(2018), which differentiates between hard ethics, referring to the eth-
ical rules described by the higher authorities which are, mostly of-
ten, domain-specific and, in principle, commonly accepted, and soft 
ethics, which encompasses the individual’s ethical preferences Floridi 
(2018), being individuals single people, groups, associations, etc. We 
consider that autonomous systems comply with the hard ethics of the 
domain/context and negotiate based on their users’ soft ethical pref-
erences to (possibly) reach an ethical agreement that aligns with the 
ethical preferences of all parties involved. The user’s soft ethical prefer-
ences that we consider in this paper are inspired by the notion of disposi-
tions Anjum et al. (2013). In its most general philosophical acceptation, 
dispositions refer to the capacity of an object to behave differently under 
different circumstances Spehrs (2024). For example, water exhibits dif-
ferent behaviors according to environmental conditions, i.e., it becomes 
solid at freezing temperatures, liquid under moderate temperatures, and 

1 https://github.com/gianlucafilippone/robethichor-ros
2 https://doi.org/10.5281/zenodo.17449923
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vaporizes upon heating, adapting its form naturally to the environment. 
Similarly, a given user may act differently in a hospital compared to 
an airport based on his/her contextual conditions/status/dispositions 
(as we will describe in Section 3). Dispositions are gradable properties, 
associated with the context, which can be instantiated by any kind of en-
tity Donati et al. (2024). Grades are assigned to dispositional properties 
according to the importance that the users attribute to each disposition, 
i.e., the willingness of a user to behave in a certain way under spe-
cific circumstances, thereby reflecting their preferences/values within 
a specific context. More recently, the problem of how to embed human 
values in the design and implementation of software systems, notably 
the problem of how to operationalize human values, has received in-
creasing attention in the software engineering community Autili et al. 
(2019), Mougouei et al. (2018), Shahin et al. (2022a), Bennaceur et al. 
(2023). Beyond our approach to modeling ethical preferences through 
dispositions, all those approaches can be well exploited to provide user 
ethical profiles that enjoy similar properties.

2.2.  Context awareness

We utilize Dey’s Dey (2001) notion of context and context aware-
ness for building our work. Context is defined as any information that 
can be used to characterize the situation of an entity, i.e., person, place, 
object, and context awareness is described as the system’s ability to uti-
lize contextual information in order to dynamically adapt according to 
the user’s needs. The system requires context management facilities to 
effectively incorporate contextual information, allowing it to adjust/cus-
tomize its autonomy in real-time. In our work, context consists of two 
primary components: environmental factors such as location, time, and 
other pertinent elements, and user status which is further defined as a 
set of physical, social, or emotional conditions that (possibly) apply to 
the user in a given context, e.g., elderly, injured, and crowd anxiety Dey 
(2001), Xu et al. (2015). The user status influences the autonomous sys-
tem’s decision taken on the user’s behalf as it provokes the activation of 
dispositions within a given context.

2.3.  Context-dependent ethical profile

The integration of the above-mentioned concepts forms the corner-
stone of our ethical profile. The ethical profile is defined as a set of 
context-dependent dispositions graded by the user to specify their pref-
erences in a given context which are further utilized by autonomous 
systems to adjust their behavior. As detailed in Section 4.5, the disposi-
tions then lay the foundation for calculating the ethical implications and 
the ethical impact of the system decisions. This means that, according 
to their soft ethics, users can customize the ethics-based behavior of the 
systems that will act on their behalf by specifying the grades for the dis-
positions (within the profile) they care about. For that purpose, we build 
on the intuition in Dennis et al. (2016, 2021), the architectural layer pro-
posed in Bremner et al. (2019), Vanderelst and Winfield (2018), and the 
findings in Nallur (2020), Tolmeijer et al. (2020), Alidoosti et al. (2022, 
2025), according to which (i) moral preferences are considered soft con-
straints, rather than hard vetoes on tasks; (ii) explicit operationalization 
of ethical concepts require some encoding of values to perform utility-
based reasoning; (iii) changes of context can affect the encoded values; 
(iv) systems can come with predefined, yet adjustable Mostafa et al. 
(2019), domain-specific moral preferences together with their default 
values. In particular, as detailed in Section 11, the work in Dennis et al. 
(2016, 2021), Alidoosti et al. (2025) inspired the operationalization of 
ethical values by associating context-dependent grades to ethical prin-
ciples, hence permitting the calculation of the ethical utility, and the 
work in Alidoosti et al. (2022), Nallur (2020), Tolmeijer et al. (2020) 
inspired the incorporation of the profile into our architecture, in turn 
inspired by architectural layer proposed in Bremner et al. (2019), Van-
derelst and Winfield (2018) for enabling ethical reasoning on robots.

It is worth clarifying that the main focus of our work does not con-
cern the elicitation, modeling, and verification of ethical rules as in Feng 
et al. (2023), Yaman et al. (2025). Similarly, it does not focus on the gen-
eration of ethical profiles, which encapsulate users’ context-specific eth-
ical preferences; rather, it concerns their usage, and hence on how they 
can be integrated into the systems to support decision-making based 
on users’ ethical preferences. As already anticipated in the introduc-
tion, there are various approaches in the literature for constructing such 
profiles using questionnaires, surveys, product reviews, or social media 
interactions, as in  Alfieri et al. (2022), Autili et al. (2025), Inverardi 
(2019b), Inverardi et al. (2023), Di Ruscio et al. (2024) and references 
therein.

2.4.  Resource contention

Resource contention refers to those application-specific situations in 
which two or more autonomous systems are interested in doing some-
thing, but not all of them can do it simultaneously Palmer et al. (2018), 
Youssefmir and Huberman (1995), Brambilla et al. (2008), Nam and 
Shell (2015), Stavrou et al. (2018), Jiang et al. (2019). This may hap-
pen because the resource can only be mutually exclusively accessed, 
used, occupied, or consumed. For instance, two robots cannot traverse 
a narrow corridor or use the same tool simultaneously, dock at the same 
charging station, and, in general, occupy the same physical space. An im-
portant consideration is that, independently from the negotiation-based 
approach we are proposing in this work, autonomous systems are often 
natively capable of using sensors to recognize situations such as the ones 
above Pappas et al. (2024), Shek et al. (2021), Padmasiri et al. (2020). 
That is, in our implementation, we use the built-in sensing capability to 
detect resource contentions and, hence, the situations where negotiation 
is needed.

2.5.  Goal-Task-Action

We adopt the Goal-Task-Action model, which is considered to be a 
flexible model as most controller architectures can be transformed into 
it Vanderelst and Winfield (2018). The goal is what the system intends 
to do (e.g., transporting the passengers at the airport to their departure gates 
using wheelchairs); goals are achieved through the accomplishment of 
tasks (e.g., 𝑡1 = identify the passenger, 𝑡2 = navigate the path to departure 
gate, 𝑡3 = locate the nearest elevator, 𝑡4 = take the elevator, 𝑡5 = reach the de-
parture gate); tasks are decomposed into a set of actions, i.e., elementary 
operations which can be performed by the system in the environment 
to achieve the goal (e.g., 𝑎1 = push the wheelchair towards the elevator, 
𝑎2 = raise the arm to activate the elevator call button). Now, it is worth 
clarifying that, once tasks are available, a traditional autonomous sys-
tem controller (with no support for ethics), immediately performs the 
related actions; our controller, when (and only when) a resource con-
tention is detected, starts the negotiation. Thus, the main issue we aim to 
address is not task allocation, in that we assume tasks that have already 
been assigned to robots as in any traditional controller; rather, we focus 
on the association of ethical values with robot behaviors that are under-
standable to the users they are acting on behalf of, and on the negotia-
tion over contended resources. For this reason, and specifically for the 
purpose of ethics-based negotiation to decide who gets to use a shared 
resource, we chose to work with tasks (e.g., take the elevator) rather 
than elementary actions (e.g., raise the arm and press the button), as 
tasks are higher-level constructs that are more meaningful and relevant 
to the end user. That said, technically speaking, for the purpose of ne-
gotiation, whether we consider tasks or actions does not fundamentally 
change the approach. The real challenge lies in negotiating ethics itself 
using an automated negotiation framework, an approach that, in the 
literature, has been primarily applied to economic bargaining Memon 
et al. (2025).
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Fig. 1. Negotiation example for passenger assistance.

3.  Motivating scenario

Industry reports and data from the world’s major airports reveal 
that an average of between 1.2 and 2.4% of passengers ask for a Spe-
cial Service Request (SSR). 54% of those passengers need wheelchair 
assistance from the entrance to the departure gate, due to a series of 
factors like disability, long walking distances, and help with baggage. 
Notably, the trend of wheelchair requests is expected to increase by 
15–20% per year, with major airports already experiencing thousands 
of requests daily Urban Robotics Foundation (2023), Topping (2023), 
Budd and Ison (2020). This trend highlights the need for support sys-
tems, which robotics technologies can provide in a wide variety of con-
texts, such as hospitals, transportation hubs, retail centers, museums, 
etc Urban Robotics Foundation (2023). Research has explored the use 
of autonomous robotic wheelchairs and wheelchair towing systems to 
provide mobility support, reduce the workload on human personnel, 
and enhance users’ independence Baltazar et al. (2021), Morales et al. 
(2013), Hsu et al. (2012). These considerations led us to design a moti-
vating scenario where service robot-guided wheelchairs provide smart 
mobility assistance.

3.1.  Setting

In this general context, we envision a scenario where a fleet of au-
tonomous assistive robots, named RobAssist, operates to facilitate users 
for multiple tasks in different contexts, e.g., in hospitals, airports, etc.
RobAssist robots are developed by the (imaginary) tech company Ro-
bEthiComp and adopt the RobEthiChor architecture. RobAssist(s) 
can be customized for various partners/operators/consumers for mis-
sions aimed at helping people, e.g., providing physical assistance, nav-
igation assistance, communication support, etc. An accompanying app
RobEthiApp enables end users to specify their digital ethical profile 
through a set of dispositions and associated grades configured for dif-
ferent contexts, which are subsequently utilized by the robots to ad-
just their autonomy for the relevant context. Importantly, the profile 
does not need to be generated every time. Once created, it can be 
reused across different application scenarios, provided that the appli-
cations adopt the RobEthiChor architecture (as in the following sce-
nario, where this is the case for those offered by the tech company
RobEthiComp). Motivated by the airport passengers assistance needs 
described above, we consider an airport scenario in which multiple 
robots, alongside human employees, are responsible for a multitude of 
tasks required to carry out the airport operations, e.g., security screen-
ing, customer services, luggage handling, and boarding assistance. Each 
robot has a dedicated role and a mission according to its capabilities. 
The robots possess the ability to identify resource contention and, when 
needed, devise an alternative plan to accomplish their missions if the ini-
tial plan becomes unsuitable or unachievable. We consider two assistive 
robots, RobAssist 𝐴 and RobAssist 𝐵, designed by the RobEthiComp
company to navigate in the airport environment and offer mobility as-
sistance services to passengers, such as transporting them to their gates, 
restrooms, and other airport facilities.

3.2.  Scenario description

A visual representation of the scenario is presented in Fig. 1.
RobAssist 𝐴 and RobAssist 𝐵 are programmed with the mission 
of transporting passengers to their gates using service wheelchairs 
(Fig. 1a). 𝐴𝑙𝑖𝑐𝑒 is an athlete who suffered a leg injury and hence would 
prefer assistance to move through the airport. 𝐵𝑜𝑏 is an elderly traveler 
and is running late for the flight, which is boarding shortly. 𝐵𝑜𝑏 requires 
assistance in rapidly moving to the departure gate. The two assistive 
robots RobAssist 𝐴 and RobAssist 𝐵 are assigned respectively to 𝐴𝑙𝑖𝑐𝑒
and 𝐵𝑜𝑏 to provide them the required assistance. When encountering
RobAssist 𝐴 and RobAssist 𝐵, 𝐴𝑙𝑖𝑐𝑒 and 𝐵𝑜𝑏 use their mobile phones 
to scan the robots and provide their digital ethical profiles through the 
app RobEthiApp. Additionally, they use the app to inform the assistive 
robots of their current status by selecting a set of possible conditions that 
apply to them, e.g., elderly, injured, etc. (Fig. 1b).3 𝐴𝑙𝑖𝑐𝑒 and 𝐵𝑜𝑏 fur-
ther provide their flight details by scanning the boarding cards, hence 
allowing the robots to dynamically identify other relevant contextual 
information, such as flight status updates, etc (Fig. 1c).

3.2.1.  Contextual factors
The overall ethical profile within the RobEthiApp includes disposi-

tions configured for all contexts managed by the central RobAssist ser-
vice offered by RobEthiComp. However, in the current location, only 
the subset of airport-related dispositions are relevant and tailored to ad-
ditional contextual factors, e.g., the approaching of the flight time, the 
crowd at the airport, and the change of the boarding gate. This enables 
the assistive robot to select the appropriate (sub) profile based on the 
current context and adjust its behavior according to the grades given 
by the users to the subset of dispositions currently relevant, further ac-
counting for the status conditions of the users.

3.2.2.  Resource contention
The airport elevators can only accommodate one passenger in a 

wheelchair, together with the accompanying robot, at a time. Thus, in 
busy situations, the usage of an elevator may constitute a resource con-
tention and the robots collaboratively negotiate with each other to decide 
which one will be the first to use the elevator, based on their users’ ethi-
cal preferences and current status (Fig. 1d and 1e). The robots employ a 
minimalist strategy during the negotiation in order to disclose only the 
strictly necessary information from the passengers’ personal information 
during the negotiation4 Hajaj et al. (2017).

3 Note that, using the companion app, profiles can be defined beforehand and 
reused for different scenarios and any compatible system. Similarly, user status 
conditions can be provided to the app beforehand and updated on the fly, if 
desired.
4 It is worth saying that, although concerns about privacy and security are out 

of scope, when the target is a real production environment, the approach must 
be designed so to achieve robustness and security by exploiting state of the art 
solutions. When the negotiation process ends and the mission is complete, the 
robots destroy passengers’ information.
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3.2.3.  Negotiation
RobAssist 𝐵, while assisting 𝐵𝑜𝑏, generates an initial offer 𝑜𝐵1  based 

on 𝐵𝑜𝑏’s elderly status, suggesting that it should have priority access 
to the elevator. The offer 𝑜𝐵1  is forwarded to RobAssist 𝐴. When re-
ceived and evaluated by RobAssist 𝐴, the offer 𝑜𝐵1  is rejected, as 𝐴𝑙𝑖𝑐𝑒’s 
ethical profile indicates a stronger tendency to prioritize self-care due 
to the injury over giving precedence to an elderly person. As a result,
RobAssist 𝐴 generates an alternative counter offer 𝑜𝐴1  disclosing 𝐴𝑙𝑖𝑐𝑒’s 
injured status. When RobAssist 𝐵 receives the offer 𝑜𝐴1  from RobAssist
𝐴, it in turn immediately rejects the offer 𝑜𝐴1  since RobAssist 𝐵, mon-
itoring 𝐵𝑜𝑏’s flight itinerary, detected a gate change for the scheduled 
flight that is boarding shortly. Consequently, RobAssist 𝐵 generates 
a counter offer 𝑜𝐵2 , further emphasizing 𝐵𝑜𝑏’s emergency of scheduled 
departure and the urgent change in the itinerary. The offer 𝑜𝐵2  is for-
warded to RobAssist 𝐴. Upon evaluation, the offer 𝑜𝐵2  of RobAssist 𝐵
is accepted by RobAssist 𝐴 as 𝐴𝑙𝑖𝑐𝑒’s ethical profile indicates a strong 
disposition towards giving precedence to others in an emergency that, 
together with the disposition towards giving precedence to the elderly, 
overrides the priority of self-care. Upon agreement, 𝐵𝑜𝑏 and RobAssist
𝐵 use the elevator first to ensure arriving at the boarding gate on time 
while 𝐴𝑙𝑖𝑐𝑒 and RobAssist 𝐴 wait for the next opportunity to use the 
elevator (Fig. 1f).

An important observation here is that the agreement has been 
reached collaboratively and is situational in that the decision made is 
contextually ethical. In fact, given the current status of the users, in the 
current location, and at the considered time, RobAssist 𝐴 assisting Al-
ice willingly gives up and acknowledges the virtuosity of the received 
offer due to Alice’s benevolent disposition to give precedence to elderly 
when in an emergency. Should, instead, the negotiation end with no 
agreement, a fall-back strategy that resorts to the hard ethics is em-
ployed for the decision-making (e.g., first-come-first-served).

Moreover, one could argue that Alice and Bob could, in principle, 
directly negotiate without “delegating” the decision to the autonomous 
robots. However, it could be the case that, due to specific conditions 
(not explicitly mentioned in our proof-of-concept scenario so to keep 
it “lighter”, e.g., different languages, particular status conditions, pri-
vacy or shyness, and in general any inability), Alice and Bob cannot, 
do not want, or prefer not to communicate directly. In general, there 
are situations, like in self-driving cars Autili et al. (2019), where users 
cannot communicate directly, being in different vehicles. Still, another 
well-fitting case is that of avatar robots Takeuchi et al. (2020), Shaheen 
et al. (2024) for remote (tele)presence or apparent participation in dis-
tant events that, in the near future, will be more and more autonomous, 
hence enabling human abilities in remote places by also considering 
ethical aspects. Nonetheless, we utilize the concept of adjustable auton-
omy Mostafa et al. (2019), enabling the system to operate with reduced 
autonomy and, when possible, transfer control to users if required. This 
could be the case of Alice and Bob regaining full control and directly 
negotiating. Moreover, there can also be situations where the negotia-
tion does not take place or can be overruled, at any stage independently 
from any possible outcome, due to, e.g., system requirements, organi-
zational aspects, emergency events that are handled by the behavior 
programmed into the native robot controller by default.

3.3.  Negotiating in a different context

Considering the same needs for assisted mobility mentioned above, 
and following the Welcoming people to the hospital example described in 
RoboMAX Askarpour et al. (2021), we consider a second scenario where 
autonomous robots welcome visitors and patients in a hospital and, if 
requested, accompany them to their destination. As in the previous sce-
nario, 𝐴𝑙𝑖𝑐𝑒 and 𝐵𝑜𝑏 both require medical care: 𝐴𝑙𝑖𝑐𝑒 is suffering a leg 
injury, and 𝐵𝑜𝑏 is an elderly person. Both prefer to avoid prolonged 
walking, so they require assistance for moving to the dedicated depart-
ments for their medical treatment. Now, 𝐴𝑙𝑖𝑐𝑒 and 𝐵𝑜𝑏 are assisted by
RobAssist(s) 𝐴 and 𝐵 to help them navigate through various hospital 

departments using wheelchairs. As in the example scenarios described 
in Jiang et al. (2019), Wong and Kress-Gazit (2015), the robots find 
themselves in a conflictual situation when they need to traverse a nar-
row corridor in opposite directions. Differently from the airport context 
previously described, now, 𝐵𝑜𝑏’s ethical profile reflects 𝐵𝑜𝑏’s disposi-
tion to give precedence to the medical needs of an injured person over 
personal treatment needs. Consequently, now, RobAssist 𝐴 and 𝐴𝑙𝑖𝑐𝑒
proceeds through the corridor, while 𝐵𝑜𝑏 either waits for 𝐴𝑙𝑖𝑐𝑒 to pass 
through it or finds another path. These simple scenarios demonstrate 
that the same users, in different contexts, can have different preferences 
and exhibit different behaviors. As a result, the outcome of the negoti-
ation can vary. In addition, other situational parameters (e.g., delayed 
treatment, sudden symptoms, waiting in reduced oxygen environments, 
being in an area with infection risk, etc.) within the hospital context 
could also lead to a varied negotiation outcome.

4.  Approach description

In this section, we give a lightweight formalization that permits us 
to define: (i) the representation of the context, the user status, the user 
ethical profile, and the ethical impact of the autonomous system’s be-
havior, (ii) the utility function and decision-making we use to automate 
the ethics-based context-aware negotiation process. The same formaliza-
tion will also serve to ease the description of the reference architecture 
(Section 5), its instantiation and implementation for ROS (Section 6), 
and the description of the experiment we have conducted (Section 7).

4.1.  Context model

When dealing with ethics, the notion of context is a broad concept 
that encompasses not only simple dimensions such as location, time, 
weather conditions, and proximity in space (and in general any situ-
ation that can be sensed, detected, or recognized), but it can also in-
volve information about the (current) user status, e.g., physical, social, 
emotional state, intent, and sentiment Dennis et al. (2021), Bauer and 
Novotny (2017), Dey (2001). Many techniques exist for characterizing 
and reasoning with contexts Hong et al. (2009), Hoyos et al. (2013), 
Bettini et al. (2010), Caesar et al. (2023), Filippone et al. (2022). We 
adopt a key-value approach.

A context is a set of pairs  = {⟨𝑎1, 𝑣1⟩,⋯ , ⟨𝑎𝑛, 𝑣𝑛⟩}, 𝑛>0, where each 
⟨𝑎𝑖, 𝑣𝑖⟩, 1≤𝑖≤𝑛, is a pair associating the context attribute name 𝑎𝑖 with its 
value 𝑣𝑖. Attribute names are keywords that, by default, are associated 
with the type of the attribute, e.g., boolean, string, integer, address/co-
ordinates, enumerated.

For instance, 𝐴
𝑎 = {⟨𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛, 𝑎𝑖𝑟𝑝𝑜𝑟𝑡⟩, ⟨𝑓𝑙𝑖𝑔ℎ𝑡_𝑡𝑖𝑚𝑒, 20∶30⟩,

⟨𝑓𝑙𝑖𝑔ℎ𝑡_𝑔𝑎𝑡𝑒, 11⟩} and 𝐵
𝑎 = {⟨𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛, 𝑎𝑖𝑟𝑝𝑜𝑟𝑡⟩, ⟨𝑓𝑙𝑖𝑔ℎ𝑡_𝑡𝑖𝑚𝑒, 19∶00⟩,

⟨𝑓𝑙𝑖𝑔ℎ𝑡_𝑔𝑎𝑡𝑒, 42⟩} model the two contexts considered in the motivating 
scenario in Section 3 for 𝐴𝑙𝑖𝑐𝑒 and 𝐵𝑜𝑏, respectively. Similarly, 
𝐴
ℎ = {⟨𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛, ℎ𝑜𝑠𝑝𝑖𝑡𝑎𝑙⟩, ⟨𝑎𝑝𝑝𝑜𝑖𝑛𝑡𝑚𝑒𝑛𝑡_𝑠𝑙𝑜𝑡, 09∶00⟩, ⟨𝑐𝑎𝑟𝑒_𝑑𝑒𝑝𝑎𝑟𝑡𝑚𝑒𝑛𝑡,

𝑜𝑟𝑡ℎ𝑜𝑝𝑒𝑑𝑖𝑐𝑠⟩} and 𝐵
ℎ = {⟨𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛, ℎ𝑜𝑠𝑝𝑖𝑡𝑎𝑙⟩, ⟨𝑎𝑝𝑝𝑜𝑖𝑛𝑡𝑚𝑒𝑛𝑡 _𝑠𝑙𝑜𝑡, 09∶00⟩,

⟨𝑐𝑎𝑟𝑒_𝑑𝑒𝑝𝑎𝑟𝑡𝑚𝑒𝑛𝑡,
𝑝𝑒𝑛𝑢𝑚𝑜𝑙𝑜𝑔𝑦⟩} model the contexts in the hospital. Note that the defini-
tion above does not model nested collections of attribute-value pairs 
even though, in our implementation, we use JSON5, which supports 
arbitrarily deep nesting. Its extension is straightforward. In Section 8, 
we point out some of the limitations of the key-value approach (even 
though empowered with nested pairs) and discuss how more powerful 
context modeling techniques could be profitably applied.

As part of the context, we also make use of the mentioned user status 
that, at negotiation time, can affect the result of the agreement being 
possibly reached. However, we define the user status as a separate model 
since it has a different scope (i.e., it concerns a subjective dimension 
that is strictly bound to the user) and a different role in the negotiation 
process.

5 https://www.json.org
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Table 1 
User status conditions, associated dispositions, Alice’s context-dependent grades 𝐸𝐴

𝜋 (
𝐴
𝑎 ) and 𝐸𝐴

𝜋 (
𝐴
ℎ ).

 Ethical profile  Alice’s grades
 User status conditions  Disposition ID  Disposition description 𝑟𝑎𝑛𝑘(𝑑𝑖 ,𝐴

𝑎 ) 𝑟𝑎𝑛𝑘(𝑑𝑖 ,𝐴
ℎ )

𝑒𝑙𝑑𝑒𝑟𝑙𝑦 𝑑1  Give precedence to elderly people  2  2
𝑖𝑛𝑗𝑢𝑟𝑒𝑑 𝑑2  Give precedence to injured people  3  4
𝑏𝑜𝑎𝑟𝑑𝑖𝑛𝑔_𝑒𝑚𝑒𝑟𝑔𝑒𝑛𝑐𝑦 𝑑3  Give precedence to the ones in emergency  5  5
𝑝𝑒𝑡_𝑜𝑤𝑛𝑒𝑟 𝑑4  Give precedence to the ones traveling with pet  2  N/A
𝑟𝑒𝑑𝑢𝑐𝑒𝑑_𝑜𝑥𝑦𝑔𝑒𝑛 𝑑5  Give precedence to the ones with serious medical conditions  N/A  3

4.2.  User status model

Similarly to the context model above, user status is modeled as a 
set of pairs  = {⟨𝑐1, 𝑣1⟩,⋯ , ⟨𝑐𝑚, 𝑣𝑚⟩}, 𝑚>0, where each ⟨𝑐𝑗 , 𝑣𝑗⟩, 1≤𝑗≤𝑚, 
is a pair associating the name of the user condition 𝑐𝑗 with its value 
𝑣𝑗∈{𝑡𝑟𝑢𝑒, 𝑓𝑎𝑙𝑠𝑒}. Thus, differently from the context model, the type of 
the pairs is always boolean.

For instance, 𝐴
𝑎 = {⟨𝑖𝑛𝑗𝑢𝑟𝑒𝑑, 𝑡𝑟𝑢𝑒⟩, ⟨𝑒𝑙𝑑𝑒𝑟𝑙𝑦, 𝑓𝑎𝑙𝑠𝑒⟩, ⟨𝑐𝑟𝑜𝑤𝑑_𝑎𝑛𝑥𝑖𝑒𝑡𝑦,

𝑡𝑟𝑢𝑒⟩, ⟨𝑏𝑜𝑎𝑟𝑑𝑖𝑛𝑔_𝑒𝑚𝑒𝑟𝑔𝑒𝑛𝑐𝑦, 𝑓𝑎𝑙𝑠𝑒⟩} and 𝐴
ℎ = {⟨𝑖𝑛𝑗𝑢𝑟𝑒𝑑, 𝑡𝑟𝑢𝑒⟩, ⟨𝑒𝑙𝑑𝑒𝑟𝑙𝑦,

𝑓𝑎𝑙𝑠𝑒⟩, ⟨𝑟𝑒𝑑𝑢𝑐𝑒𝑑_𝑜𝑥𝑦𝑔𝑒𝑛, 𝑡𝑟𝑢𝑒⟩, ⟨𝑐𝑟𝑜𝑤𝑑_𝑎𝑛𝑥𝑖𝑒𝑡𝑦, 𝑓𝑎𝑙𝑠𝑒⟩} model the 
user status of Alice for the two scenarios (airport and hospi-
tal, respectively); whereas, 𝐵

𝑎 = {⟨𝑒𝑙𝑑𝑒𝑟𝑙𝑦, 𝑡𝑟𝑢𝑒⟩, ⟨𝑏𝑜𝑎𝑟𝑑𝑖𝑛𝑔_𝑒𝑚𝑒𝑟𝑔𝑒𝑛𝑐𝑦,
𝑡𝑟𝑢𝑒⟩, ⟨𝑖𝑛𝑗𝑢𝑟𝑒𝑑, 𝑓𝑎𝑙𝑠𝑒⟩, ⟨𝑐𝑟𝑜𝑤𝑑_𝑎𝑛𝑥𝑖𝑒𝑡𝑦, 𝑓𝑎𝑙𝑠𝑒⟩, ⟨𝑓𝑙𝑖𝑔ℎ𝑡_𝑎𝑛𝑥𝑖𝑒𝑡𝑦, 𝑓𝑎𝑙𝑠𝑒⟩}
and 𝐵

ℎ = {⟨𝑒𝑙𝑑𝑒𝑟𝑙𝑦, 𝑡𝑟𝑢𝑒⟩, ⟨𝑖𝑛𝑗𝑢𝑟𝑒𝑑, 𝑓𝑎𝑙𝑠𝑒⟩, ⟨𝑟𝑒𝑑𝑢𝑐𝑒𝑑_𝑜𝑥𝑦𝑔𝑒𝑛, 𝑓𝑎𝑙𝑠𝑒⟩,
⟨𝑐𝑟𝑜𝑤𝑑_𝑎𝑛𝑥𝑖𝑒𝑡𝑦, 𝑓𝑎𝑙𝑠𝑒⟩} model the 𝐵𝑜𝑏’s statuses. As it will be clear later, 
the user status is used to de/activate dispositions at negotiation time.

4.3.  Ethics profile(s)

Ethics profiles are defined by the pair 𝐸𝜋 = (, ), where 
= {𝑑1,⋯ , 𝑑𝑛} is a set of dispositions,  = {⪯1 ,⋯ ,⪯𝑚} is a set of 
(context-dependent) non-strict partial order relations on  and, for 
⪯𝑖∈ , 𝐸𝜋 (𝑖) = (,⪯𝑖 ) is a partially ordered set identifying the pro-
file related to the context 𝑖. If (𝑑𝑗 , 𝑑𝑘)∈⪯𝑖 , the two dispositions 𝑑𝑗 and 
𝑑𝑘 in  are said to be comparable with respect to the relation ⪯𝑖  and 
𝑟𝑎𝑛𝑘(𝑑𝑗 ,𝑖) ≤ 𝑟𝑎𝑛𝑘(𝑑𝑘,𝑖), with ≤ being the less-than-or-equal relation 
on natural numbers, and 𝑟𝑎𝑛𝑘() ∶ × → ℕ a function that associates 
grades to dispositions, hence defining how likely a disposition manifests 
in the context 𝑖. We shall write 𝑑𝑗 ⪯𝑖𝑑𝑘 when (𝑑𝑗 , 𝑑𝑘)∈⪯𝑖 .

For example, given = {𝑑1, 𝑑2, 𝑑3, 𝑑4, 𝑑5} in Table 1, and the airport 
and hospital contexts 𝐴

𝑎  and 𝐴
ℎ  above, two possible context-related 

profiles for 𝐴𝑙𝑖𝑐𝑒 are 𝐸𝐴
𝜋 (

𝐴
𝑎 )= (,⪯𝐴𝑎

) and 𝐸𝐴
𝜋 (

𝐴
ℎ )= (, ⪯𝐴ℎ

). Ac-
cording to the assigned grades6, we have 𝑑1⪯𝐴𝑎

𝑑4⪯𝐴𝑎
𝑑2 ⪯𝐴𝑎

𝑑3, and 
𝑑1⪯𝐴ℎ

𝑑5⪯𝐴ℎ
𝑑2⪯𝐴ℎ

𝑑3. Note that, it can be the case that, in a given con-
text, only a subset of dispositions applies.

Before enacting any tasks involving a contended resource (see Sec-
tions 2.4 and 2.5), the grades assigned to ethical dispositions in the pro-
files of both involved parties are compared via the exchange of offers. 
Accordingly, the following definition enables the comparison of (and 
negotiation about) ethically compliant tasks.

4.4.  Task ethical implication

Let   be the set of system tasks, given a user status , the ethical 
dispositions affected by a task 𝑡 ∈   in the context  is 𝐸𝜋 (𝑡,,) ⊆ , 
and 𝑑∈𝐸𝜋 (𝑡,,) iff 𝑑 is activated by at least a user status condition in 
.

Back to our example, within the airport context 𝐴
𝑎 , the task 𝑡4 = 

take elevator has an impact on the disposition 𝑑2 = give precedence to in-
jured people (which has been aptly activated by the 𝐴𝑙𝑖𝑐𝑒’s injured status 
in 𝐴

𝑎 ): hence, for 𝐴𝑙𝑖𝑐𝑒, 𝐸𝐴
𝜋 (𝑡4,

𝐴
𝑎 ,

𝐴
𝑎 )= {𝑑2}. Similarly, based on 𝐵𝑜𝑏’s 

6 Importantly, the given order of grades is purely coincidental and only for 
the purpose of our motivating example.

elderly and emergency status 𝐵
𝑎 , the same task 𝑡4 has an impact on the 

dispositions 𝑑1 = give precedence to elderly people and 𝑑3 = give prece-
dence to the ones in emergency; hence, for 𝐵𝑜𝑏, 𝐸𝐵

𝜋 (𝑡4,𝑎, 
𝐵
𝑎 ) = {𝑑1, 𝑑3}. 

Note that, thanks to the current user status, we can distinguish if an 
ethical implication holds in a particular negotiation case.

4.5.  Task ethical impact

Given the ethical implication 𝐸𝜋 (𝑡,,), the ethical impact of the 
task 𝑡 ∈   in the context , given the user status , is defined as 
𝜀𝜄(𝑡,,) =

∑

𝑑∈𝐸𝜋 (𝑡,,)⌊𝑡,, 𝑑⌉, where ⌊𝑡,, 𝑑⌉ = 𝑟𝑎𝑛𝑘(𝑑,) if 𝑑 man-
ifests with a positive impact when performing 𝑡 in the context , 
−𝑟𝑎𝑛𝑘(𝑑,) if 𝑑 manifests with a negative impact, 𝑁∕𝐴 if 𝑑 does not 
manifest with the task 𝑡. Still referring to Table 1, for 𝐴𝑙𝑖𝑐𝑒, we have 
𝜀𝜄(𝑡4,𝐴

𝑎 ,
𝐴
𝑎 ) = 3; whereas, for 𝐵𝑜𝑏, 𝜀𝜄(𝑡4,𝑎,𝐵

𝑎 ) = 7
It is worth remarking that, since we are adopting a goal-task-action 

model, when the user specifies the goal, actions to achieve it must be 
identified and grouped into tasks. Two cases can be distinguished: (a) 
in the current context, the required actions are already known together 
with the affected dispositions and suitably grouped into predefined tasks 
(built-in the system) that can be simply selected, in our case within 𝐸𝜋 ; 
(b) the required actions are not known, tasks are not pre-existing and 
must be newly generated by a planning approach Meli et al. (2023). In 
the latter case, we build on the simulation-based approaches in Win-
field et al. (2014), Vanderelst and Winfield (2018), Winfield and Hafner 
(2019), Bremner et al. (2019), which adopt the Consequentialism the-
ory to reason about machine ethics in changing contexts Dennis et al. 
(2016, 2021) for the purpose of anticipating the ethical implications of 
actions, and hence of tasks, through simulation. In both cases, each task 
is evaluated to measure its ethical impact so as to enable the comparison 
of tasks during negotiation.

Before defining the ethics-based negotiations process, it is worth an-
ticipating that the negotiation approach adopts a utility-based acceptance 
model and follows an alternating protocol Baarslag et al. (2016), Kiruthika 
et al. (2020) according to which, upon resource contention, two au-
tonomous systems exchange offers in turn repeatedly until an outcome 
is collaboratively reached (ethical agreement or no agreement). Thus, 
each offer specifies the task(s) that the sender would like to execute to-
gether with its status conditions. Importantly, the receiver does not have 
information about the dispositions of the sender and does not need to; 
the receiver evaluates the offer based on (i) its own ethical profile, (ii) its 
status conditions, and (iii) the received status conditions of the sender. 
For this reason, 𝐴𝑙𝑖𝑐𝑒 (i.e., RobAssist 𝐴 on 𝐴𝑙𝑖𝑐𝑒’s behalf) is willing to 
give up in favor of the offer received from 𝐵𝑜𝑏 (i.e., RobAssist 𝐵 on 
𝐵𝑜𝑏’s behalf) due to the benevolent disposition towards giving prece-
dence to the elderly, especially when in an emergency (Section 3).

4.6.  Negotiation offers

Upon a resource contention, given the tasks involved in the con-
tention  ⨝⊆ , the related set of offers is  = {𝑜1,⋯ , 𝑜𝑛}, where each 𝑜𝑖
is a pair ⟨ ⨝, 𝑆⨝

𝑖 ⟩, with 𝑆⨝
𝑖 ⊆ containing the user’s status conditions 

disclosed within the offer 𝑜𝑖. Thus, 𝑆⨝
𝑖  is such that for each condition 
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⟨𝑐, 𝑣⟩∈𝑆⨝
𝑖 , 𝑣= 𝑡𝑟𝑢𝑒 (i.e., the conditions included in the offers are only 

the ones that hold within the current user status model ).
As for the tactic to generate the offers, in this paper, we use a mini-

malist strategy that permits the autonomous systems to disclose minimal 
information on their user’s status conditions, prioritizing the ones ac-
tivating the dispositions with higher grades first. This strategy follows 
a gradual information disclosure method Hajaj et al. (2017) that en-
sures that only the strictly necessary information is released at each 
negotiation round. Thus, during negotiation, the systems gradually dis-
close their user’s status condition in each subsequent round by adding 
one user condition at a time: upon each negotiation iteration 𝑖, 𝑆⨝

𝑖  is 
such that the offer 𝑜𝑖 discloses exactly 𝑖 user conditions and, for 0≤𝑖<𝑛, 
𝑆⨝
𝑖 ⊂𝑆⨝

𝑖+1. As a result, the offers {𝑜1,⋯ , 𝑜𝑛} are ordered according to the 
inclusion relation 𝑆⨝

𝑖 ⊂𝑆⨝
𝑖+1. Abusing notation, we can write 𝑜1 ≤ ⋯ ≤ 𝑜𝑛

to indicate that, during negotiation, the offer to be sent at each iteration 
is selected according to this ascending order. However, other strategies 
are eligible and can be adopted by our approach, e.g., Integrative, Dis-
tributive, Boulware, or Conceder Narayanan and Jennings (2005), Heu-
nis et al. (2024), Luo et al. (2024a). In general, the status conditions to 
be disclosed might be selected (and hence the related offers) following 
a qualitative tactic that tends to prioritize some conditions and dispo-
sitions over others, a quantitative tactic that instead tends to maximize 
the number of not-violated dispositions, or a convenient mix of the two.

In addition to the offers described above, we use the symbol ∅
to denote an empty offer, i.e., an offer that does not contain any pair 
⟨ ⨝, 𝑆⨝

𝑖 ⟩. As it will be clear later, the offer ∅ is sent by a negotiating 
party at the negotiation steps 𝑛 + 𝑘, 𝑘 ≥ 1, i.e., after it has previously 
exchanged all the possible offers 𝑜1,⋯ , 𝑜𝑛 in .

The ethical impact of an offer 𝑜𝑖 = ⟨ ⨝, 𝑆⨝
𝑖 ⟩, in the current context 

, is 𝜀𝜄(𝑜𝑖,) = ∑𝑡∈ ⨝ 𝜀𝜄(𝑡,, 𝑆
⨝
𝑖 ), i.e., is the sum of the ethical im-

pacts of the tasks in  ⨝ in the context  given the user’s conditions 𝑆⨝
𝑖

disclosed in the offer (as defined in Section 4.5).
Back to our airport example, the set of offers produced by 

𝐴𝑙𝑖𝑐𝑒 for the elevator contention is 𝐴 = {𝑜𝐴1 , 𝑜
𝐴
2 } where 𝑜𝐴1 = ⟨{𝑡4},

{⟨𝑖𝑛𝑗𝑢𝑟𝑒𝑑, 𝑡𝑟𝑢𝑒⟩}⟩ and 𝑜𝐴2 = ⟨{𝑡4}, {⟨𝑖𝑛𝑗𝑢𝑟𝑒𝑑, 𝑡𝑟𝑢𝑒⟩, ⟨𝑓𝑙𝑖𝑔ℎ𝑡_𝑎𝑛𝑥𝑖𝑒𝑡𝑦, 𝑡𝑟𝑢𝑒⟩}⟩. 
Similarly, the set of offers produced by 𝐵𝑜𝑏 are 𝐵 = {𝑜𝐵1 , 𝑜

𝐵
2 }

where 𝑜𝐵1 = ⟨{𝑡4}, {⟨𝑒𝑙𝑑𝑒𝑟𝑙𝑦, 𝑡𝑟𝑢𝑒⟩}⟩ and 𝑜𝐵2 = ⟨{𝑡4}, {⟨𝑒𝑙𝑑𝑒𝑟𝑙𝑦, 𝑡𝑟𝑢𝑒⟩,
⟨𝑒𝑚𝑒𝑟𝑔𝑒𝑛𝑐𝑦, 𝑡𝑟𝑢𝑒⟩}⟩.

By following the alternating protocol Kiruthika et al. (2020), two 
autonomous systems involved in the negotiation alternately play the 
role of the sender, say 𝑆, and receiver, say 𝑅. We denote with 𝑜𝑆→𝑅 the 
offer sent by 𝑆 to 𝑅; whereas, 𝑜𝑅→𝑆 is the counteroffer sent by 𝑅, should 
it reject the offer received by 𝑆. That said, the utility of the received offer 
is calculated as follows.

4.7.  Utility function

The receiver 𝑅 calculates the utility value of an offer 𝑜𝑖 in the context 
𝑅 by using the following function:

 (𝑜𝑖, 𝑜̄) = 𝜀𝜄(𝑜𝑖,𝑅) − 𝜀𝜄(𝑜̄,𝑅) (1)

where 𝑜𝑖 = 𝑜𝑆→𝑅
𝑖 = ⟨ ⨝, 𝑆⨝

𝑖 ⟩, and 𝑜̄ = ⟨ ⨝, 𝑆𝑅
⟩.

An important consideration here is that, on the receiver side, the 
received offer 𝑜𝑖 is always compared with the offer 𝑜̄ that contains the 
overall receiver status 𝑆𝑅, which therefore accounts for the whole set of 
status conditions . This is because, according to the adopted minimalist 
strategy, the sender does not disclose the whole set of its user’s status 
conditions; whereas, the receiver always has full knowledge of its user’s 
status, and it is reasonable to use the full potential (i.e., all the status 
conditions in ) since the first iteration.

For our scenario, upon the first negotiation iteration, 𝐵𝑜𝑏 is the 
sender, 𝐴𝑙𝑖𝑐𝑒 the receiver, and the first offer 𝑜𝐵→𝐴

1 = ⟨{𝑡4}, {⟨𝑒𝑙𝑑𝑒𝑟𝑙𝑦,
𝑡𝑟𝑢𝑒⟩}⟩ is compared with the 𝐴𝑙𝑖𝑐𝑒’s 𝑜̄ = ⟨{𝑡4}, {⟨𝑖𝑛𝑗𝑢𝑟𝑒𝑑, 𝑡𝑟𝑢𝑒⟩,

⟨𝑓𝑙𝑖𝑔ℎ𝑡_𝑎𝑛𝑥𝑖𝑒𝑡𝑦, 𝑡𝑟𝑢𝑒⟩}⟩ (see the 𝐴𝑙𝑖𝑐𝑒’s profile in the context 𝐴
𝑎  in Ta-

ble 1). As per the grades in the table, the utility function has value 
 (𝑜1, 𝑜̄)=𝜀𝜄(𝑜1,𝐴

𝑎 ) − 𝜀𝜄(𝑜̄,𝐴
𝑎 )= 2 − 4 = −2. From the point of view 

of 𝐴𝑙𝑖𝑐𝑒, by considering the only status conditions disclosed by 𝐵𝑜𝑏 at 
the first iteration, a negative utility means that RobAssist 𝐵 performing 
the offered task 𝑡4 for 𝐵𝑜𝑏 is less ethical than RobAssist 𝐴 performing 
𝑡4 for 𝐴𝑙𝑖𝑐𝑒.

The utility function plays a major role in the proposed system in 
quantifying the ethical impact of tasks with numerical values indicat-
ing the comparative ethical consequences involved for all parties con-
cerned Russell and Norvig (2016). As better discussed in Section 8.1, 
this function follows one of the chief axioms of Utilitarian Ethics Mill 
(2016), according to which actions can result in maximum benefit or 
minimum harm for the greater good. However, the utility function itself 
does not make decisions. It provides a comparative value to feed into 
the decision-making function, which then decides whether to accept or 
reject in light of these calculated ethical impacts. Ways of achieving this 
have also similarly been explored in other frameworks like HERA Lind-
ner et al. (2017), where utility-based comparisons form an integral part 
of dealing with ethical reasoning in dynamically evolving contexts. This 
allows ethical reviews to become transparent and anchored in a quan-
tifiable and comparative approach, while decisions are taken in a struc-
tured and principled manner.

4.8.  Context-aware ethics-based negotiation

The following definition formalizes and generalizes the decision-
making process that, at any negotiation step, the receiver 𝑅 uses to 
process the received offer 𝑜𝑆→𝑅

𝑖  and, depending on the calculated util-
ity, accepts or possibly relaunches the negotiation with its counter-offer 
𝑜𝑅→𝑆
𝑖 , quits otherwise:

𝑅(𝑜𝑆→𝑅
𝑖 ) =

⎧

⎪

⎪

⎨

⎪

⎪

⎩

1.accept if  (𝑜𝑆→𝑅
𝑖 , 𝑜̄) > 0, 𝑜𝑆→𝑅

𝑖 ≠ ∅
2.offer 𝑜𝑅→𝑆

𝑖 elif 𝑖 ≤ |𝑅
|

3.offer ∅ elif 𝑜𝑆→𝑅
𝑖 ≠ ∅

4.quit 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

(2)

Following the described alternating protocol, at each negotiation it-
eration 𝑖, upon receiving a non-empty offer 𝑜𝑆→𝑅

𝑖 , if  (𝑜𝑆→𝑅
𝑖 , 𝑜̄) > 0, the 

receiver 𝑅 accepts the received offer and the negotiation completes suc-
cessfully with the agreement on 𝑜𝑆→𝑅

𝑖 ∈ 𝑆 , meaning that the sender 𝑆
will perform its tasks in  ⨝(𝑜𝑆→𝑅

𝑖 ) (case 1); else, if in 𝑅 there are still 
offers to be sent (i.e., 𝑖 ≤ |𝑅

|), 𝑅 rejects the received offer and sends 
the counter-offer 𝑜𝑅→𝑆

𝑖 ∈ 𝑅 back to 𝑆, hence switching its role to the 
sender (case 2); else, if there are no more offers in 𝑅 to be counter-
offered (i.e., 𝑖 > |𝑅

|), cases 3 or 4 apply: if the received offer 𝑜𝑆→𝑅
𝑖

is not the empty offer ∅, 𝑅 keeps the negotiation alive by sending the 
empty offer ∅ (case 3) to continue listening to the sender’s offers until 
either one of them is eventually accepted or the sender quits the negotia-
tion; otherwise (case 4), if the empty offer ∅ is received (i.e., 𝑜𝑆→𝑅

𝑖 = ∅, 
meaning that also the sender has no more counter-offers), 𝑅 unsuccess-
fully quits the negotiation, in which case no agreement is reached. It is 
worth remarking that, upon quitting (i.e., when negotiation ends with-
out agreement), the missions do not fail since the negotiating systems 
apply default built-in rules ethically informed by hard ethics. For in-
stance, a first-come-first-served policy might be applied so that the first-
comer uses the contented resource, and the other either waits for it to be 
available again, uses another (possibly equivalent) resource nearby, or 
replans a different sequence of tasks (that do not require the contended 
resource) to reach the selected goal. We recall that, as anticipated in 
Section 3.2.3, the negotiation can be overruled by, e.g., higher-priority 
organizational aspects or emergency events, leading the system to fol-
low its built-in behavior as programmed in the native controller.

Back again to our example, being RobAssist 𝐵 the initial sender, the 
sequence of exchanged offers is: 𝑜𝐵→𝐴

1  (which is evaluated and rejected 
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Fig. 2. RobEthiChor architecture overview.

by 𝐴), 𝑜𝐴→𝐵
1  (which is evaluated and rejected by 𝐵), and 𝑜𝐵→𝐴

2 , which is 
finally accepted by 𝐴. Hence, after the negotiation, 𝐵 takes the elevator 
while 𝐴 either waits for it or looks for another elevator nearby.

The implementation of the negotiation algorithm, as well as the ar-
chitecture supporting it, is presented in Section 5.

5.  RobEthiChor Architecture

This section describes the RobEthiChor reference architecture we 
propose to support the context-aware negotiation as described in the 
previous section. The architecture is conceived so as to support (i) the 
representation and management of the user ethics, (ii) the management 
of the context, and (iii) the negotiation for selecting the tasks to be ex-
ecuted. Fig. 2 shows the proposed architecture. It consists of four main 
components: Ethics Manager, Ethical Context Manager, Negotiation Man-
ager, and Mission Controller.

At a glance, the Ethics Manager has the role of getting, managing, 
and representing the user’s ethics; the Ethical Context Manager dynam-
ically handles the context and user status for the realization of the 
context-awareness features of the negotiation; the Negotiation Manager 
realizes the negotiation by supporting the interaction with the other 
system it has to negotiate with. The Mission Controller handles the “tra-
ditional” execution of the tasks – and their associated actions – to reach 
the selected goal. In the following, we detail the aforementioned com-
ponents.

5.1.  Mission controller

The Mission Controller manages the behavior of the autonomous sys-
tem by handling the execution of the tasks to be performed in order to 
reach the system’s goal. As described in Section 2.5, it adopts the “Goal-
Task-Action” model: upon receiving a goal from the user’s input, a se-
quence of tasks and related actions to be executed is identified (either 
by relying on pre-defined mission specifications or through planning 

approaches Meli et al. (2023)) and executed. Moreover, it is the compo-
nent that, as discussed in Section 2, is in charge of recognizing whether 
a task requires a contended resource. When, during the execution of the 
mission, a resource contention is detected, the Mission Controller inter-
acts with the Negotiation Manager component by providing the set of 
tasks that are involved in the resource contention. After the negotiation 
is completed, the Mission Controller gets the outcome and continues the 
execution of the mission accordingly (i.e., by continuing the execution 
of the tasks or by replanning an alternative task sequence), as explained 
in Section 4. Note that the Mission Controller is a platform-dependent 
component since it has to control the hardware through its lower-level 
interfaces in order to execute actions, and to access sensor data to rec-
ognize resource contentions. Thus, despite being depicted as a single 
component, in practice, the Mission Controller may be realized as a set 
of components that manage different aspects and functionalities of the 
robotic system. For this reason, we abstract this component by only fo-
cusing on its Goal-Task-Action paradigm and on the interactions that 
need to occur between it and the other components of RobEthiChor, 
which realizes an additional layer, lying on top of the controller, that en-
ables the ethics-based negotiation. Any autonomous system’s controller 
adopting the Goal-Task-Action paradigm can be updated, and integrated 
in our architecture through the interface with the Negotiation Manager.

5.2.  Ethical context manager

The Ethical Context Manager has the role of getting and holding in-
formation about the current context conditions and the user status. To-
gether with the Ethics Manager, it realizes a feedback MAPE loop, an 
autonomic loop which is a widely adopted reference model for manag-
ing and controlling autonomous and self-adaptive systems Kephart and 
Chess (2003), Cámara et al. (2017), Arcaini et al. (2015) bringing signif-
icant advances in various domains, such as autonomous cars, intelligent 
transportation and traffic management Gerostathopoulos and Pournaras 
(2019), unmanned vehicles Maia et al. (2019), Moreno et al. (2019), IoT 
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Fig. 3. RobEthiChor-Ros architecture.

and smart-home systems Iftikhar et al. (2017), Arcaini et al. (2020), as 
well as assistive robotics Jamshidi et al. (2019).

The MAPE loop monitors the context dimensions that are relevant for 
the negotiation7 to detect context changes and select the user’s ethics 
profile that is most suitable for the current conditions. The Ethics Man-
ager implements the Monitor and Analyze components of the loop. In 
particular, the monitor component senses the context by reading the in-
formation coming from sensors and other components of the systems 
(e.g., GPS, camera, thermometer, etc.), and the analyzer component 
checks the context values to detect changes. If changes are detected, 
the context model is updated to reflect the changes, and the update is 
propagated to the Ethic Manager, which activates - if needed - a new 
profile suitable for the new context conditions.

5.3.  Ethics manager

The Ethics Manager has the role of getting and storing the user ethics 
profiles 𝐸𝜋 . We recall that 𝐸𝜋 owns the set ethical dispositions as graded 
by the user. It implements the Plan and Execute components. When a 
context change is detected by the Ethical Context Manager, the Planner
checks if a new active profile needs to be selected. If this is the case, 
the Executor sends the active profile to the Negotiation Manager. In this 
way, the Negotiation Manager is provided with the grades associated 
with each disposition to be used for the negotiation.

5.4.  Negotiation manager

The Negotiation Manager is the component that implements all the 
logic needed to realize the negotiation with other systems. Upon a re-
source contention, the Negotiation Manager receives from the Mission 
Controller the list of tasks involved in the resource contention. Then, 
given the involved tasks and the current user status 𝑆 (which is gath-
ered from the Ethical Context Manager), the Offer generator component 
generates the set  of offers, plus the offer 𝑜̄. The Ethical impact ana-
lyzer component computes the Task ethical impact model for each task 
involved in the resource contention. This model is the intermediate rep-
resentation of the task’s ethical impact, here denoted as 𝜀𝜄(𝑡,), which 
associates a task 𝑡 to the grades 𝑟𝑎𝑛𝑘(𝑑𝑖,) for each disposition 𝑑𝑖 that can 
be activated for 𝑡 in the current context , according to the currently ac-
tive profile of the user (see the Alice’s grades columns in Table 1). Since, 
as explained in Section 4, the task ethical impact also depends on the 
set  of the user conditions (that are disclosed only within offers), the 

7 The context information handled by the Ethical Context Manager Node 
within RobEthiChor only concerns the dimensions considered for the profile 
selection and, as a consequence, the negotiation. These may likely be differ-
ent from the ones considered for realizing the context-aware capabilities of the 
robot on its “normal” behavior, i.e., not related to the ethics of the user.

intermediate model is exploited together with the user conditions to dy-
namically calculate 𝜀𝜄(𝑡,,) during the negotiation. Specifically, given 
the set of status conditions 𝑆⨝

𝑖  within a received offer 𝑜𝑖, the task ethi-
cal impact model is exploited by the Utility function component to obtain 
the offer’s ethical impact and, hence, the value of  (𝑜𝑖, 𝑜̄) (Definition 1).

The Negotiation engine is the component that executes the negotia-
tion by (i) interacting with the other systems via the exchange of offers 
and (ii) performing the decision-making process according to the func-
tion   (Definition 2). It has a twofold alternating role: when playing 
the receiver’s role, it receives the offer and asks the utility function for 
the computation of the offer’s utility; when playing the sender’s role, it 
selects the offer to be sent from the generated offers set. Upon reaching 
an agreement, the negotiation engine returns the negotiation’s outcome 
(accept/reject/no_agreement) to the mission controller.

6.  RobEthiChor-Ros

RobEthiChor-Ros is a ROS2-based implementation of the negoti-
ation approach presented in Section 4 concretizing the architecture in 
Section 5 for the robotic domain. RobEthiChor-Ros provides the full 
set of functionalities for managing the user’s ethical profile, user sta-
tus and context, and for running the negotiation process. It also exposes 
RESTful APIs to support the integration with mobile apps (as described 
in Section 3.2) to allow users to upload and update their ethical profiles 
and current statuses, and to provide the goal that the robot is called to 
achieve (see user-provided elements in Fig. 2).

6.1.  ROS-Based architecture

Fig. 3 shows the architecture of RobEthiChor-Ros. Each of the 
main components of RobEthiChor is realized as a ROS node, which 
communicates with the others through topics or services. The first re-
alizes the asynchronous message passing for updating context-related 
information, and the latter realizes the request-response communica-
tion among the components involved in the negotiation. In addition,
RobEthiChor features a further node, the Connector Node, which pro-
vides the aforementioned RESTful service interfaces. Once the connector 
receives the ethic profile, the user status, and the selected goal through 
the interface’s endpoints, it publishes them on the related topics’ named 
buses /ethic_profile, /user_status, and /goal, respectively.

The Ethics Manager Node subscribes to the /current_context and
/ethic_profile topics to realize the selection of the active profile. 
When selected (as described in Section 5), the active profile is published 
on the /active_profile topic channel to make it available for negoti-
ation.

The Context Manager Node implements the functionalities required 
to acquire the context information that is relevant for the negotia-
tion by interacting with the robot’s sensors, cameras, and external ser-

The Journal of Systems & Software 232 (2026) 112692 

9 



M.A. Memon et al.

vices through ROS topics and managing runtime context changes. Upon 
a change in the context conditions, the current context is published 
through the /current_context channel. This node also subscribes to 
the /user_status channel to receive user status updates sent through 
the connector interface and implements the UserStatus service used by 
the negotiation manager to get the user status during negotiation.

The Negotiation Manager Node realizes the negotiation by imple-
menting the negotiation process and exposing a communication in-
terface with the other robots. The inter-robot communication is real-
ized by using the /negotiation ROS topic. The node subscribes to the
/active_profile topic to get the active profile as soon as a context 
change is triggered and a new profile related to the current context is 
activated. It also requires the user status to the context manager node 
through the ROS service exposed by the latter. The Negotiation Manager 
exposes the NegotiationService ROS service to receive the list of tasks 
involved in a resource contention. After receiving the request, the Nego-
tiation Manager starts negotiating with the other robot involved in the 
resource contention. After the negotiation is completed, the Negotiation 
Manager replies with its result (winner, loser, no-agreement).

The Mission Controller Node realizes the Mission Controller compo-
nent, as described in the previous section. It subscribes to the /goal
topic to receive the goal selected by the user. Then, it controls the execu-
tion of the mission by selecting the tasks to be executed and interacting 
with the other native ROS nodes (external to this architecture) that con-
trol the robot’s components to execute them. It is worth recalling that 
any ROS-based mission controller implementation, specific for a given 
robot, can be integrated with this architecture so as to interact with the 
negotiation manager through the NegotiationService interface by: (i) 
subscribing to the /goal topic to receive the user-defined goal, and (ii) 
implementing the service client for the /negotiation service.

6.2.  Negotiation algorithm implementation

The negotiation process uses two subroutines that realize the behav-
ior of the negotiating robot when acting as a sender and when acting 
as a receiver, according to the decision-making process defined in For-
mula (2). Algorithm 1 and Algorithm 2 present the pseudocode of the 
two subroutines. The returned value from the negotiation algorithms is 
sent back to the Mission Controller, as described in the previous section.

Algorithm 1: Sender algorithm.
1: Input:  offer set  = {𝑜1,⋯ , 𝑜𝑛}, offer 𝑜̄, index 𝑖, last received
offer 𝑜⋆

2: Output:  negotiation result 𝑟𝑒𝑠 ∈ {𝑤𝑖𝑛, 𝑙𝑜𝑠𝑒, 𝑛𝑜_𝑎𝑔}
3: if 𝑖 ≤ || then
4: send offer 𝑜𝑖
5: else if 𝑜⋆ ≠ ∅ then
6: send offer ∅
7: else
8: send 𝑞𝑢𝑖𝑡
9: return 𝑛𝑜_𝑎𝑔
10: end if
11: 𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒 ← wait_response()
12: if 𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒 = 𝑎𝑐𝑐𝑒𝑝𝑡 then
13: return 𝑤𝑖𝑛
14: else
15: return  receiver_algorithm(, 𝑜̄, 𝑖)
16: end if

The sender subroutine in Algorithm 1 is executed by taking as input 
the set of offers , the offer 𝑜, the index of the negotiation step 𝑖, and the 
last received offer. When the robot starts the negotiation as a sender, the 
algorithm is called with 𝑖 = 1 and ∅ as the last received offer. According 
to cases 2, 3, and 4 in Formula (2), the sender either sends the offer 
𝑜𝑖, the empty offer ∅, or exits the negotiation otherwise (lines 3-10). 

Offers are sent through the /negotiation channel. If the robot quits 
the negotiation, a quit message is sent through the channel as well 
to end the negotiation, and the algorithm ends with no-agreement as 
a result (lines 8-9). If still in the negotiation, the robot waits for the 
response from the opponent (that is running the complementary receiver 
subroutine): if the opponent accepts, the algorithm ends by returning
winner; otherwise, the receiver subroutine is called for completing the 
current negotiation step (lines 11-16).

Algorithm 2: Receiver algorithm.
1: Input:  offer set  = {𝑜1,⋯ , 𝑜𝑛}, offer 𝑜̄, index 𝑖
2: Output:  negotiation result 𝑟𝑒𝑠 ∈ {𝑤𝑖𝑛, 𝑙𝑜𝑠𝑒, 𝑛𝑜_𝑎𝑔}
3: 𝑜⋆ ← receive_offer()
4: if 𝑜⋆ ≠ ∅ then
5: if  (𝑜⋆, 𝑜̄) > 0 then
6: reply(𝑎𝑐𝑐𝑒𝑝𝑡) 
7: return 𝑙𝑜𝑠𝑒
8: end if
9: end if
10: reply(𝑟𝑒𝑗𝑒𝑐𝑡) 
11: return  sender_algorithm(, 𝑜̄, 𝑖 + 1, 𝑜⋆)

The receiver subroutine in Algorithm 2 is executed by providing as 
input the set of offers , the offer 𝑜, and the index of the negotiation 
step 𝑖. When the robot starts the negotiation as a receiver, the algorithm 
is called with 𝑖 = 08. The subroutine implements the decision-making 
algorithm according to case 1 in Formula (2). After receiving a non-
empty offer 𝑜⋆, the robot running the receiver algorithm computes the 
utility value  . If the utility value is greater than 0, the robot accepts the 
negotiation by replying with an accept message on the /negotiation
topic, and the algorithm ends by returning loser (lines 4-9). Otherwise, 
the robot rejects the offer (line 10) and switches its role to be a sender 
in the next negotiation round (line 11).

The two robots running the negotiation execute the two subroutines 
following the alternating protocol introduced in Section 4.5: a robot 
runs the receiver algorithm while the other runs the sender algorithm. 
Accordingly, negotiation messages also serve as synchronization points 
that keep the execution of the negotiation synchronized between the two 
alternating parties: robots consume messages from the /negotiation
queue and wait for the offer and result messages to be received. More-
over, it is worth noting that the termination of the algorithm is guaran-
teed by construction: robots iterate over the index 𝑖 and quit the nego-
tiation without agreement when 𝑖 > 𝑚𝑎𝑥(|𝐴

|, |𝐵
|), being 𝑂𝐴 and 𝑂𝐵

the offer set of the two negotiating parties. In fact, the exit condition re-
quires that the robot has already sent all its offers (line 3 in Algorithm 1) 
and it has already received the empty offer (line 5), i.e., when the oppo-
nent has already sent all its offers as well. When this condition is met, 
and the quit message is sent, the opponent robot interrupts the execu-
tion of the receiver algorithm and exits the negotiation. Finally, the wait 
for receiving messages has a timeout to prevent robots from endlessly 
waiting for messages in case of failures, e.g., network connection issues.

7.  Evaluation

In this section, we present and discuss the evaluation of our approach 
and its implementation. The goal of the evaluation is to assess the effec-
tiveness of the presented approach in realizing the negotiation accord-
ing to the user’s ethical preferences, status, and context, and to evaluate 
the overhead introduced by the negotiation process and its scalability. 
To guide the evaluation, we define the following evaluation questions 
(EQs):

8 The index 𝑖 keeps track of the number of sent offers, since, when playing the 
sender role, robots send the offer 𝑜𝑖
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Fig. 4. Experimentation setting overview.

EQ1: Is the negotiation process effective in realizing the negotiation ac-
cording to user ethical preferences, status, and context?

EQ2: What is the impact of the negotiation process implemented in
RobEthiChor-Ros on the system in terms of computation over-
head?

EQ3: Does the negotiation process in RobEthiChor-Ros scale accord-
ing to the size and complexity of the ethical profiles?

By answering EQ1, we aim to validate the effectiveness of the ne-
gotiation process in reaching a situational agreement that satisfies the 
ethical preferences of the users the robots are acting on behalf of. 
By answering EQ2, we aim to assess if the negotiation process run 
by RobEthiChor-Ros has an acceptable impact, in terms of over-
head time required to run the negotiation, for practical application in 
real-world scenarios. EQ3, instead, aims at stressing the scalability of
RobEthiChor-Ros, evaluating how it scales according to the dimen-
sion of the user statuses and ethical profiles, should they be pushed be-
yond the presumably limited real-world size, in terms of the number of 
conditions and dispositions that a human can reasonably configure and 
care about.

Fig. 4 overviews the experimentation setting. We deployed RobEthi-
Chor in two different settings: (i) on two real Turtlebot 4 robots9 run-
ning Ubuntu 22.04 and ROS2 Humble on their Raspberry Pi 4B com-
puter (on-robot deployment), and (ii) on an external computer equipped 
with an Intel Core i7 CPU and 16GB RAM running Ubuntu 22.04 and 
ROS2 Humble (off-robot deployment). In the off-robot setting, the Mis-
sion Controller component runs on the Turtlebots, while the negotiation-
related components of RobEthiChor run on an external device pro-
viding functionalities to the robot as in a cloud- or fog-robotics ap-
proach Kehoe et al. (2015), Chen et al. (2021). Both the robots and 
the computer are connected to a local dual-band (2.4/5GHz) WiFi net-
work, providing, on average, 2.8 ms round-trip time (1.37 ms minimum, 
6.84 ms maximum, 0.997 std. dev. measured by periodically sending 
ping messages during the experiment execution).

To answer EQ1 and EQ2, we run multiple negotiation between cou-
ples of robots “serving” different personas, each with their own ethical 
profile and status, in two different contexts: the airport scenario de-
scribed in Section 3, and the hospital scenario inspired by the Welcoming 
people to the hospital in RoboMAX Askarpour et al. (2021) described in 
Section 3.3. We run the negotiation scenarios in the on-robot deployment 

9 https://clearpathrobotics.com/turtlebot-4/

setting and check the behavior of the robot in response to the negoti-
ation outcomes. To answer EQ3, we run multiple negotiation scenarios 
between randomly generated users by increasing both their profile size 
(e.g., the number of dispositions included in the profile) and the num-
ber of user conditions to measure the negotiation time over increasingly 
complex scenarios. In this case, we tested the scenarios in both the on-
robot and off-robot settings. The different configurations are provided to 
the RobEthiChor instances by uploading users’ status and ethics pro-
files, as described in Section 3, through the RESTful API exposed by the 
connector nodes. Similarly, after configuration, the mission is started 
simultaneously on the two robots by providing the mission’s goal to the 
connectors’ RESTful endpoints. After each negotiation is completed, the 
robots log: (i) the negotiation outcome (i.e., whether the robot was the 
winner or loser, or if no agreement was reached), (ii) the time required 
for running the negotiation (i.e., the time elapsed between the sending 
of the negotiation request to the Negotiation Manager and the receiving 
of the negotiation outcome), and (iii) the number of negotiation rounds 
(i.e., the final value of the index 𝑖 within Algorithms 1 and 2).

In the following, we detail the experiments. The code, the experimen-
tation settings, and the results are available in the provided replication 
package10.

7.1.  EQ1 & EQ2: Negotiation scenarios

To realize the negotiation scenarios for EQ1 and EQ2, we defined a 
set of 17 dispositions that concern the tasks involved in the resource 
contention scenarios, plus 27 possible user status conditions that ac-
tivate the defined dispositions. Starting from this common ground, we 
created 10 different personas, each representing a potential user, by elic-
iting their status and ethical preferences. Then, we built (i) the context 
models for the two negotiation contexts (i.e., the airport and the hospi-
tal) and, for each persona, (ii) an ethical profile that considers possibly 
varying dispositions for different contexts (by aptly assigning context-
related grades to the dispositions, as in Table 1), and (iii) a user status 
(by setting to true the values associated with their conditions). Fig. 5 re-
ports two of the defined personas (Alice and Bob). We provided a card 
for each persona summarizing the persona’s characterizing traits, a de-
scription of the needs as a system user, and the conditions (i.e., the user 
status) in the two negotiating contexts. The figure also reports the eth-
ical profiles built for the two personas, showing the grades assigned to 

10 https://doi.org/10.5281/zenodo.17449923
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Fig. 5. Overview of Alice and Bob personas.
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Fig. 6. Overview of the simulation outcomes.

each of the dispositions in the airport (A) and hospital (H) contexts. By 
enumerating all the possible combinations of pairs of users (45 pairs), 
we manually built a ground truth by associating the expected negoti-
ation outcome with each pair of users for each of the two negotiation 
contexts, according to their profiles and statuses. Then, we ran the ne-
gotiation for each of the pairs and repeated the runs four times per each 
context (45 possible pairs, 180 runs per context). The logs obtained after 
running the simulations were analyzed and compared with the ground 
truth to assess whether the system’s behavior reflects the user’s expec-
tations and to measure the time required for running the negotiation.

The results obtained through the automated negotiation imple-
mented in RobEthiChor fully comply with the ones expected with the 
ground truth and align with the ethical considerations in the defined 
personas. The negotiation always showed the same outcome in each 
run that featured the same pair of users in a given context, regardless of 
their order in the pair, the robot acting on their behalf, and their start-
ing roles (i.e., if a user started the negotiation as a sender or receiver). 
That is, for each pair in the airport context, and for each pair in the 
hospital context, either the same user always won the negotiation or no 
agreement was always reached.

Fig. 6 summarizes the results of the negotiation between the 45 pos-
sible combinations of personas: in the airport context (Fig. 6)(a) an 
agreement was reached in 140 out of 180 runs (77.8%), while in 40 
runs (22.2%), no agreement was reached, as expected from the ground 
truth data. It is worth remarking that no agreement was reached in 40 
runs because, according to the defined personas and the derived ethical 
profiles, none of the two negotiating users (i.e., robots on their behalf) 
was willing to concede to the other the contended resource. The nego-
tiation in the hospital context (Fig. 6)(b) gave different results: here, 
the agreement was reached in 132 out the 180 runs (73.3%), while 
no agreement was reached in 48 runs (26.7%), as expected from the 
ground truth for this context. Moreover, we observed that, for 16 pairs 
of users, the negotiation results were different in the two contexts (i.e., 
a different agreement was reached). These different results highlight 
how the outcome of the negotiation between the same pair of users 
may be influenced by the context where the negotiation happens since, 
as explained in Sections 3 and 4, the grades in a given user’s ethical 
profile for different contexts may differ. For instance, by referring to 
Alice and Bob’s personas reported in Fig. 5, in the airport context, no 

Fig. 7. Distribution of negotiation times.

agreement was reached as none of them demonstrates a disposition to-
wards giving precedence to the other, according to the personas descrip-
tion, the profiles built upon it, and the users statuses in that context. 
Instead, in the hospital context, Alice won the negotiation due to the 
Bob’s disposition in giving precedence to injured people or with medical
needs.

Concerning the time required for running the negotiation, we mea-
sured that the robots completed the negotiation in 0.672 seconds on 
average (0.397 s minimum, 1.069 s maximum), after running 4 to 9 
negotiation rounds.

Fig. 7 better describes how the negotiation times are distributed. In 
the airport context, most of the negotiations (83.9%) were completed 
in less than 0.8 seconds. 75% of the negotiations were completed in less 
than 0.758 seconds, while 50% in less than 0.670 seconds. In the hos-
pital context, 91.1% of negotiation completed in less than 0.8 seconds, 
75% in less than 0.728 s, 50% in less than 0.659 s.

These results show that the negotiation process implemented in Ro-
bEthiChor allows the robots to follow a behavior that is respectful of 
ethical preferences, according to the ethics profiles, hence providing an 
answer to EQ1. Concerning EQ2, we argue that the measured overhead 
for negotiation can be considered acceptable, as negotiations for the 
considered use case are completed in a few tenths of a second, hence 
having a negligible impact on the overall system’s performance.

7.2.  EQ3: Scalability experiments

To thoroughly assess the scalability of the negotiation process in the 
scope of EQ3, we performed experiments to measure its overhead in 
more complex scenarios aptly designed to stress the negotiation process 
far beyond real-world scenarios. We randomly generated multiple sets 
of users with profiles consisting of an increasing number of 𝑛 graded 
dispositions and an increasing number of 𝑝 active conditions in their 
statuses, each of them activating exactly one disposition. We generated 
10 different profiles for each value of 𝑛 in {25, 50, 100, 200, 300} and 10 
different statuses randomly selecting the active conditions set to true, 
starting with 𝑝 equal to 10% of 𝑛, up to 25%, 50%, 75%, and 100%. 
This allowed us to experiment with negotiations involving sets of of-
fers of different sizes, both in the number of offers in the set , and in 
the number of status conditions 𝑆⨝

𝑖  disclosed with each offer 𝑜𝑖 ∈ . 
To account for the implicit variance in the randomly generated inputs, 
we ran the negotiations among the 100 possible combinations of the 10 
random users (also allowing two equal users to negotiate) for each com-
bination of 𝑛 and 𝑝. As explained above, we ran the negotiation on the 
two different on-robot and off-robot settings.

Table 2 reports the measured times for the negotiation settings with 
𝑛 up to 100. In the on-robot deployment, the total average time required 
for running the negotiations in these settings is 2.15 seconds (with 1.63 
seconds as the value for the 50th percentile). Fig. 8 shows how the ne-
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Table 2 
Average negotiation times (in seconds).
 Configuration  10%  25%  50%  75%  100%
 on-robot deployment
 25  0.314  0.668  1.35  2.08  2.96
 50  0.62  1.38  2.69  4.46  6.27
 100  0.99  2.74  5.27  7.82  11.5
 off-robot deployment
 25  0.154  0.300  0.600  0.953  1.34
 50  0.310  0.613  1.20  2.06  2.90
 100  0.490  1.24  2.58  4.48  6.25

gotiation time increases as the number of active conditions (driving the 
number of offers in , see Section 4.6) increases.

Fig. 8. Negotiation times (in seconds) with on-robot deployment.

In the off-robot deployment, we can observe that the negotiation time 
is generally lower than the on-robot deployment. The average time re-
quired for running the negotiation in these settings is 1.70 seconds (with 
1.11 as the value for the 50th percentile). Fig. 9 plots the results ob-
tained in all the settings run with this deployment: as in the on-robot
deployment, the negotiation time increases as the number of offers in 
increases.

This consideration is better highlighted in Fig. 10, which reports the 
average negotiation times according to the size of the offers set  over 
some of the configurations ran in the off-robot deployment. Interestingly, 
the negotiation time appears to be not affected by the size of the pro-
file. This means that the time required to compute the ethical impact of 
a given offer (which is reasonably affected by the number of active dis-
positions, see again Section 4.6) has a negligible impact on the overall 
negotiation.

Conversely, the reason for the increasing overhead is that a higher 
number of offers demands, on average, a higher number of rounds re-
quired to reach an agreement (or, if no agreement is reached, to end the 
negotiation without agreement). Fig. 11 reports the time required by sin-
gle negotiations over the number of rounds required for their completion 
in different configurations: the time grows with the number of rounds. 
Again, the chart demonstrates that the size of the profile, alone, does 
not imply a higher overhead; rather, the number of active conditions – 
which is directly associated with the number of offers, see Section 4.6 – 
causes the negotiation time to grow. This is reasonably due to the offer 
exchange delay between the two participants, which is done over the 
network. Regression analysis identified that the negotiation time has a 
polynomial growth with the number of rounds required for reaching an 
agreement. In particular, for the on-robot setting, a second-degree poly-
nomial model provided an accurate fit (m.s.e. 0.0456, 𝑅2 0.983) with 
a very low coefficient on the second-degree term (0.00033). Similarly, 
for the off-robot setting, a second-degree model provided an accurate fit 

as well (m.s.e. 0.1655, 𝑅2 0.9965) with an even lower coefficient on 
the second-degree term (0.0001512). However, in both cases, a linear 
model provided a slightly less, but still very accurate, fit (m.s.e. 0.0502, 
𝑅2 0.9812 for the on-robot setting, m.s.e. 1.1234, 𝑅2 0.9762 for the on-
robot setting), hence suggesting good scalability of the negotiation ap-
proach.

It is worth discussing that, in general, the settings where the negotia-
tion time introduced a high overhead, which can be arguably considered 
unacceptable (e.g., more than 3 seconds) are arguably unlikely in a real-
world scenario. As explained above, we ran these settings to stress the 
system beyond reasonable human-provided input sizes with the primary 
aim of assessing the scalability dimension. In fact, the aforementioned 
settings feature huge profiles that consider more than 100 dispositions 
and, more importantly, an extremely wide and detailed set of possible 
user conditions (100 or more), most of which hold (i.e., most of the 
user status conditions are set to true) in the current negotiation con-
text (75% or more). From a practical point of view, this means that we 
are admitting the existence of users who activated, at the same time, 
most of the (hundreds) possible status conditions, even though some of 
them may be conflicting, e.g., child and elderly. As a reference, to make 
it realistic, personas described in Section 7.1 have, at most, 8 active 
conditions out of the 27 defined (∼30% of the total). Overall, among 
the 1500 negotiation runs in the on-robot deployment, 76.5% of them 
ended in less than 3 seconds; this value raises to 84.73% in the off-robot
deployment over the same configurations (among the full set of 2500 
negotiation runs in the off-robot, 62.3% of them ended within 3 sec-
onds). However, the results discussed above hint at possible strategies 
to reduce the negotiation time even in the “extreme” settings where the 
negotiation overhead becomes unacceptable. Due to the nature of the 
overhead, which is strongly dependent on the network communication, 
the off-robot deployment allows reducing the negotiation time if com-
pared to the on-robot deployment (see Table 2). In our experimental 
setting, the overhead is approximately halved when the negotiation is 
run locally on an external computer. Moreover, reducing the size of the 
offer set or the number of exchanged offers would be effective in fur-
ther reducing the overhead. This can be achieved either by (i) disclosing 
more than one status condition in each offer or negotiation round, e.g., 
increasing the value of 𝑖 in Algorithm 1 and 1 by more than 1 each round, 
or (ii) introducing a time deadline, as further discussed in Section 9.2.

In summary, for EQ3, we can observe that the negotiation over-
head grows approximately linearly with the number of negotiation 
rounds. We thus argue that the negotiation approach implemented in
RobEthiChor-Ros is scalable and that scalability can be further im-
proved to support larger and more detailed user status models by re-
ducing the number of exchanged offers as discussed.

8.  Discussion

In this section, we discuss the more relevant aspects of the proposed 
approach.

8.1.  Ethic statement

It is important to clarify that none of the related work (and so is for
RobEthiChor) pretends to provide a universal and complete solution 
capable of ensuring that an autonomous system will always behave eth-
ically according to an ideal common acceptance of ethical values. That 
is to say, if on the one hand, we can assume the technical capability 
to provide an ethical encoding as a possible means to embody context-
dependent moral values in a machine through dispositions (with users 
having some degree of control over these), on the other hand, we cannot 
presume that the specific way we are proposing will be deemed “accept-
able” by all within the broader sphere of different disciplines, including 
psychology, philosophy, and social science. As discussed in Section 11, 
unlike some of the existing studies, the system in our work considers 
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Fig. 9. Negotiation times (in seconds) with off-robot deployment.

Fig. 10. Average negotiation times (in seconds) over offer set size with off-robot
deployment.

Fig. 11. Negotiation times (in seconds) over negotiation rounds with off-robot
deployment.

user ethical preferences without forcing adherence to a specific ethi-
cal theory. As for our negotiation approach, the ethical utility function 
aligns with utilitarian ethics Mill (2016), Allen et al. (2005), which seeks 
to maximize the overall utility an minimize the harm according to the 
consequences of actions. Utilitarianism evaluates actions in terms of out-
comes and an action is morally right if it promotes the greatest good for 
the greatest number Moor (2006). In our system, user-specified ethical 
profiles with ranked dispositions implement this principle by letting an 
individual decide how the robot ought to act according to their val-
ues and preferences in variable contexts. This ensures that the system 
is dynamic in adjusting and negotiating actions in a way that is com-
patible with the utilitarian goal of optimizing outcomes with respect to 
user-supplied utility metrics. Similar methods have been put forward 

in machine ethics, such as HERA-based systems Lindner et al. (2017), 
whereby utilitarian reasoning models actions based on their foreseen 
consequences and the setting of values guiding behavior through dy-
namic contexts makes the proposed system flexible and context-sensitive 
while keeping it within the principle of maximal goodness in most situ-
ations.

8.2.  Social impact and trust

The prospect of fully autonomous systems is gradually transforming 
into reality. Our work embraces a vision of a digital world in which au-
tonomous systems (or digital actors in general) and humans need to be in 
a better balance of forces. Negotiation among autonomous systems will 
not only safeguard the plurality of opinions by allowing for independent 
systems to negotiate towards a solution that respects the morals of all 
involved parties but also will allow for greater interoperability among 
systems that act on behalf of different stakeholders. In the context of 
negotiation, embedding user ethical principles into the decision-making 
processes of autonomous systems enhances their ability to dynamically 
achieve socially responsible outcomes. This is accomplished by ensur-
ing that the negotiations conducted by these systems uphold individual 
ethical values, thus improving the trust of the system Abeywickrama 
et al. (2023), Thiebes et al. (2021), Kares et al. (2023) and paving the 
way for their integration in various domains Spiekermann (2023), Lis-
cio et al. (2022), Aydoğan et al. (2021). In fact, a key aspect of the 
integration of autonomous systems into society is the ability to inspire 
trust, an aspect that cannot be considered a static relationship but rather 
a dynamic process influenced by ethical factors beyond technical and 
regulatory ones Lacher (2017b). Automated negotiation of ethical val-
ues can be regarded as a promising approach to realize such a dynamic 
process Aydoğan et al. (2021), Autili et al. (2025).

8.3.  Ethics as a new target for negotiation

Most of the research in the negotiation literature Memon et al. (2025, 
2023) so far has focused on the coordination and planning of agents that 
are either cooperative, working together to reach a shared goal Bachrach 
et al. (2020), Li et al. (2003), or selfish, competing with others to maxi-
mize their own utility Mansour (2020), Li et al. (2003). In addition, the 
recent progress of technologies in autonomous systems, including au-
tonomous cars, unmanned aerial vehicles, and robots, has increased the 
demand for solving coordination and conflict avoidance in autonomous 
and self-interested agents that pursue their own objectives, prioritizing 
efficiency and safety Inotsume et al. (2020), Baarslag et al. (2016), Khe-
makhem et al. (2020), Kiruthika et al. (2020). However, when ethical 
considerations are introduced, these systems must account (i) not only 
for achieving their objectives through planning and coordination possi-
bly maximizing their own revenues or interests in general, (ii) but also 
for aligning with the individual ethical preferences of the users they 
are acting on behalf of. This introduces constraints that differ from pure 
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self-fish utility maximization in existing negotiation approaches. For ex-
ample, during a negotiation over resource conflict, an ethic-aware au-
tonomous system may give precedence to the decision that satisfies its 
user’s ethical beliefs even if this means forgoing the resource over ob-
taining it. Our work extends existing negotiation approaches by inte-
grating these ethical implications into negotiation. This ensures that the 
negotiation outcomes are not primarily utility-driven but rather aligned 
with the ethical preferences of the participants involved.

8.4.  Privacy considerations

A critical requirement for the proposed approach is the need to safe-
guard the privacy of ethical profiles since user’s ethical preferences 
are sensitive information. For this reason, in the proposed architecture, 
ethical profiles (which summarize users’ ethical beliefs) are never ex-
changed between the negotiating systems. Instead, during the negotia-
tion rounds, only offers are exchanged and these are evaluated locally 
by each system. As mentioned in Section 4, the user’s status condition is 
part of the context and these conditions are exchanged only to facilitate 
the activation of dispositions as a contextual factor, ensuring the ap-
proach’s alignment with the context. Once the negotiation is concluded, 
each system destroys the exchanged offers for the sake of confidentiality. 
The system incorporates situational conditions into the offer exchange 
only if the user explicitly opts to include them, however, the user al-
ways holds the right to not disclose any of their conditions. However, 
the application of privacy-preserving methods, i.e., secure multiparty 
computation Zhao et al. (2019) and homomorphic encryption Acar et al. 
(2018) could mitigate the privacy-related concerns.

8.5.  Architecture integrability

As mentioned in Section 2.3, the architecture presented in this pa-
per is inspired by the works in Bremner et al. (2019), Vanderelst and 
Winfield (2018), where architectures for enabling ethical reasoning are 
proposed, by adding an Ethical Layer on top of the robot controller ar-
chitecture. By following the same intuition, we built our RobEthiChor
architecture as an additional layer that can be “mounted” on top of the 
native robot controller architecture. RobEthiChor is agnostic of the 
architecture that realizes the robot controller, provided that it follows 
(or can be transformed into) the Goal-Task-Action paradigm. This al-
lows the robot’s behavior to be extended with context-aware, ethics-
based negotiation capabilities without directly altering it. As recalled 
in Sections 5 and 6, the integration of the architecture on top of the 
robot controller is realized by exploiting the interfaces provided by the 
Negotiation Manager component. For instance, RobEthiChor-Ros can 
be integrated with the existing robotic system ROS-based controller by 
exploiting the NegotiationService interface provided by the Negoti-
ation Manager node. The latter can be called into play only when a 
decision upon a contended resource has to be made, without influenc-
ing the normal behavior of the controller in the other cases. In fact, the 
management of the negotiation outcome, i.e., the execution of the tasks 
involved in a resource contention, or their replanning (should the nego-
tiation “leave” the resource to the other party), is fully managed by the 
Mission Controller (or some of its components abstracted within it) as 
part of the set of its “normal” capabilities. That is, before the negotia-
tion starts and as soon as the negotiation ends, the control of the mission 
is held by the controller, which is in charge of executing the tasks and 
checking that the mission goal is reached.

9.  Limitations and areas of improvement

In this section, we position our work with respect to the fields of 
study on multi-robot task allocation, collaborative robot teaming, and 
human-robot collaboration. Moreover, we also discuss some limitations 
and suggest potential directions to overcome them in future iterations.

9.1.  Bilateral vs multilateral negotiation

Our work represents a first step toward bilateral, ethics-based negoti-
ation over (possibly multiple11) tasks that have already been assigned to 
two robots, each acting on behalf of its respective user (i.e., one user per 
robot). The robots do not collaborate to accomplish shared tasks; rather, 
when they contend over a resource necessary for completing their indi-
vidually assigned tasks, they collaborate to decide who gets to use it 
first. To make this decision, the two robots engage in a collaborative 
(not adversarial) negotiation, aiming to reach an agreement that, if pos-
sible, maximizes an ethical value mutually acceptable to both parties. 
Therefore, our work does not seek to address the broader challenges of 
collaboration between teams of robots and groups of humans. In our 
scenarios, each user interacts with their corresponding robot solely to 
provide input that may be used during the negotiation. Users do not 
intervene to modify task allocation, optimize task execution, or resolve 
conflicts, which are aspects more naturally related to the research fields 
of multi-robot task allocation, collaborative robot teaming, and human-
robot collaboration. Allocation fairness and collaboration scalability are 
two other crucial aspects in those fields, which are out of the scope 
of our work, as we consider negotiation between only two robots at a 
time and do not consider the involvement of third parties. Accounting 
for multiple parties introduces a significantly more complex negotiation 
setting Yoo and Sim (2010). While our current approach focuses only on 
bilateral settings, we recognize the necessity of extending it to multilat-
eral settings to comprehensively assess its scalability and effectiveness. 
Multilateral negotiations are increasingly relevant in real-world appli-
cations, where decisions must account for a wider set of users, their 
preferences, and constraints. We plan to propose an extension of our 
approach to accommodate multilateral negotiation scenarios, integrat-
ing mechanisms designed to balance diverse and potentially conflicting 
ethical preferences among multiple agents.

9.2.  Time-dependent negotiation

Time is currently not considered in our negotiation process. How-
ever, incorporating time into the negotiation process can significantly 
affect decision-making and hence the negotiation outcome Dastjerdi and 
Buyya (2015), Mohammad (2023). Time-dependent negotiation enables 
systems to change strategies over time to optimize the offer genera-
tion. One of the possibilities of introducing time in our approach is 
that the systems follow the maximal strategy for offer generation when 
the deadline is approaching and share the whole set of user status con-
ditions. This would avoid going beyond the time threshold, hence re-
ducing the negotiation impact on the system performance and avoiding 
long-running negotiations as in the “extreme” cases described in Sec-
tion 7.2. Alternatively, by incorporating time, another possibility is that 
the robots can (i) agree to a lower ethical utility when the deadline is 
closer or (ii) quit the negotiation with no agreement when the deadline 
is reached.

9.3.  Context modeling

As described in Section 4, we adopt a key-value approach for model-
ing and reasoning on contexts. It is the simplest form of context represen-
tation and is easy to manage when the amount of data involved is small. 
However, key-value modeling is not scalable, unsuitable for dealing with 
complex, yet hierarchical, data structures, and attaching meta informa-
tion is not possible. The key-value approach is often application-specific 
and suits the purpose of less complex application configurations and user 
preference specifications. Object-based, ontology-based, or logic-based 

11 Specifically, at each iteration, the negotiation can consider more than one 
task at a time and thus exchange offers that combine the ethical values associ-
ated with multiple tasks simultaneously (see Section 4.6).
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modeling Gu et al. (2020), Hoyos et al. (2013), Bettini et al. (2010) 
would permit the modeling of contextual data using class hierarchy and 
complex relationships, organize them using semantic technologies, as 
well as specify inference rules by using logic formalisms, hence enabling 
more complex adaptations. This is beyond the scope of the present pa-
per; the adoption of more powerful context modeling techniques and 
complex context retrieval algorithms, although desirable for more pow-
erful adaptations, is part of future work.

9.4.  Ethical profile modeling

The objective of this work was to show that negotiation can be an 
effective means to resolve situations of resource contention based on 
ethical preferences. In this sense, the way we adopted for specifying, 
modeling, and operationalizing ethical preferences may result limited 
and overfitting to our specific approach. In fact, the choice of adopt-
ing degrees of importance to dispositions represented as textual descrip-
tion, inspired by the work in Dennis et al. (2016, 2021), Alidoosti et al. 
(2025), was driven by the need to both operationalize ethical values 
and express them in a way that is understandable to end users. Hence, 
it can neither be considered as a generalizable method nor intended as 
a contribution on its own. To overcome this limitation, in the future 
we foresee the use of a language which, while remaining accessible to 
end users, should also be structured, unambiguous, and free from in-
consistencies. Therefore, the use of well-established approaches already 
in place, such as the one proposed in Feng et al. (2023), Yaman et al. 
(2025), may represent an appropriate path forward. This, indeed, to-
gether with a deeper formal specification of the entire approach, would 
also enable the automatic synthesis of negotiation strategies along with 
the formal verification of the negotiation process overall. An overview 
of current approaches for modeling ethical values in software systems 
is reported in Section 11.

10.  Threats to validity

In the following, we discuss the main threats that could hinder the 
validity of our findings.

The first threat concerns the internal validity of our findings in the 
scope of EQ1. We defined the ethical profiles of the 10 personas by con-
sidering a limited set of dispositions (12), which were ranked from 1 to 
5 according to the envisioned preferences of each persona. While this 
allowed us to build a ground truth for evaluating the negotiation results, 
this could, in principle, represent a limitation due to possible biases in 
the given ranks. Moreover, a manual procedure was employed to con-
struct the ground truth. As with all kinds of manual processes, mistakes 
might have occurred. To mitigate this threat, the ground truth construc-
tion was performed by a researcher, while the results were checked by a 
second researcher who performed this task independently, hence build-
ing confidence in the correctness of the obtained ground truth. To allow 
for independent verification of obtained results, the ground truth and 
the collected experimental data are made available in the replication 
package. Finally, by relying on values from 1 to 5 for the ranking, we 
introduced a limited variance in the given ranks, which could have, in 
turn, reduced the percentage of reached agreements due to the limited 
difference between the ethical impacts of the exchanged offers. We be-
lieve that the limited set of dispositions, the possible bias in the given 
rank, and their low variance are mathematical considerations that, al-
though valid, (i) are distinct from the core ability of our approach to 
offer a possible way (not the best and not the only possible one) of 
encoding ethical preferences, and (ii) do not compromise the computa-
tional correctness of the approach in reaching a situational agreement 
that aligns with the ethical preferences as graded by users within the 
ethical profiles.

Another key limitation of the evaluation concerns the focus on 
the system-level implementation rather than the reference architec-
ture itself. The evaluation we conducted can be characterized as an 

implementation-based validation, aimed at assessing the practical ap-
plicability of RobEthiChor through the implementation provided in
RobEthiChor-Ros, which allowed us to experiment over a realistic 
robotic setting. However, to mitigate this, we ensured that the im-
plementation aligns with the reference architecture. Moreover, we ac-
knowledge that this form of indirect validation primarily reflects the 
properties of the RobEthiChor-Ros and it does not consider other 
properties such as reusability, generalizability, or modifiability. An im-
portant direction for future work is to perform a direct evaluation of the 
reference architecture via expert review and quality attribute analysis, 
to ensure that the architecture is robust and appropriate for its intended 
real-world use. This calls for having ethics as the critical non-functional 
attribute, together with its functional negotiation ability. This is an im-
portant step that deserves a paper specifically dedicated to the reference 
architecture, which we have planned for the near future.

A threat to the external validity of our work concerns the unavailabil-
ity of real-world ethical profiles, collected from real users, that would 
permit us to also evaluate end-users’ acceptance and social impact. To 
address this limitation, we are planning to conduct social experiments 
to evaluate the acceptance of the proposed approach by end users and 
the potential social impact that the approach could have. However, the 
work and the experimentation presented in this paper serve to elevate 
the technical readiness level of the proposed solution, demonstrating its 
soundness, and are a preparatory step for the planned social experiment.

A second threat of this kind would concern the lack of a comparison 
of our results with the ones proposed by other studies and/or bench-
marks. However, to the best of our knowledge, the literature does not 
propose any work that leverages the ethical profiles of end users to regu-
late autonomous systems’ behavior and to enable ethics-based decision-
making through negotiation.

Finally, during the experiment execution, uncontrolled factors, such 
as network latency, can potentially impact the accuracy of measure-
ments. To mitigate this threat, in the off-robot deployment, we ensured 
that no background tasks were active on the device that hosted Ro-
bEthiChor during the experiment execution, save for the operating 
system. Moreover, in both the on-robot and the off-robot setting, all 
the experiments were performed in a controlled environment, where 
the network latency was stable with low variability. While this allowed 
us to compare the results obtained with different settings, in principle 
this could hinder the generality of our findings, as the collected mea-
surements do not account for potential network disruptions that could 
manifest in real-world deployments. However, it is worth noticing that 
the measured network latency between the robots aligns with the QoS 
required for ultra-low latency communications offered by wireless net-
works (especially 5G) for Industry 4.0 and Vehicle-to-everything (V2X) 
scenarios Sefati and Halunga (2023). Hence, the experimental network 
conditions closely align with the ones expected for the deployment of 
future-generation autonomous systems.

11.  Related work

This section discusses studies from varied research areas, each re-
lated to different aspects of our work.

11.1.  Ethics in automated decision-making

Several studies have emphasized the importance of developing au-
tonomous systems that are capable of ethical reasoning and discussed 
the practical and technical challenges of developing such systems  Ali-
doosti et al. (2022), Moor (2006), Allen et al. (2006), Antsaklis et al. 
(1989), Tolmeijer et al. (2020), Huang et al. (2022), De Sanctis and 
Inverardi (2024), Inverardi (2019a). However, the notion of integrat-
ing user ethics for the ethical conduct of such systems has remained 
largely unexplored. The study in Allen et al. (2006) highlights that it 
is not enough to adhere to an explicit ethical theory to reason as hu-
mans. Rather, it is about how to enable machines to think in a way 
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that is consistent with human ethical behavior, so as to guarantee their 
ethical conduct. Similarly, the studies in Tolmeijer et al. (2020), Nallur 
(2020) provide an overview of machine ethics in autonomous systems. 
The studies review various ethical theories and highlights the challenge 
of selecting an appropriate ethical theory. Moreover, the studies address 
the fact that human morality is complex and cannot be captured by a 
single ethical theory, highlighting the need to propose methods to cap-
ture and integrate user ethics into the system.

Correspondingly, the study in De Sanctis and Inverardi (2024) intro-
duces the concept of ethical-aware Collective Adaptive Systems (CASs) 
and discusses the challenges in designing these systems to respect hu-
man ethical values, including privacy and human dignity. The authors 
emphasize the need for the development of systems that not only align 
with hard ethics (laws and regulations) Floridi (2018), but also align 
with soft ethics (individuals’ preferences) Floridi (2018). However, the 
study considers human ethics only as privacy and human dignity while 
our work focuses on user’s contextual ethical preferences that vary with 
contexts.

In Liao et al. (2019, 2023), authors propose the architecture of an 
artificial moral agent that considers the moral values of different stake-
holders to make an ethical decision. The agent decides by combining 
various moral values into a single ethical theory, utilizing a rule-based 
approach to reach an agreement. Similarly to our work, the study as-
sumes that the classification of moral values is given and the agent 
utilizes them to make a collaborative decision that leads to agreement 
among them. However, the concrete definition of an approach, its con-
crete architecture, and implementation for robots to consider user eth-
ical preferences to adjust Mostafa et al. (2019) their autonomy, is not 
considered.

The study in Cardoso et al. (2021) implements an ethical reasoner 
for decision-making. The ethical reasoner follows a predetermined eth-
ical theory, and actions the system can undertake are ranked based on 
their adherence to the ethical theory. However, this study does not con-
sider users’ morality as part of decision-making, as the system follows 
the built-in ethical principles established by the system designers. An-
other approach to ethical decision-making is proposed in Bremner et al. 
(2019), Winfield et al. (2014), Winfield and Hafner (2019). In these 
works, the authors adopt Asimov’s laws of robotics Asimov (1941) as 
the ethical theory of choice and incorporate them into the robot plan-
ner module that generates actions. The robots simulate each action to 
predict the ethical implications of its consequences based on the ethical 
theory and hence select the action with the most ethical consequence. 
However, also in this case, personal users’ morals are not considered.

A framework for verifying ethical properties for autonomous systems 
is presented in Dennis et al. (2016). According to this framework, ethical 
principles are encoded as a set of rules ranked by importance. Differently 
from us, this work focuses on verification. Moreover, as in the studies 
above, the ethical principles have to be decided by the system designers, 
and the possibility of interaction among multiple ethical systems based 
on user preferences is not considered. Similarly, the study in Dennis et al. 
(2021) proposes a framework that verifies the context-dependent ethi-
cal reasoning capabilities of autonomous systems as the ethical values of 
stakeholders change with context. This study introduces context guard 
formulas, logical conditions that enable the system to dynamically shift 
between different ethical theories (such as utilitarian or Kantian ethics) 
based on environmental or situational changes. Through a smart home 
scenario, the authors implement the approach and verify the system’s 
decision, ensuring its context-dependent behaviors satisfy safety-critical 
properties. In contrast, our work extends this by proposing a framework 
that enables systems to make decisions that satisfy the user’s ethical 
preferences in a given context, beyond encoding fixed ethical theories. 
In Townsend et al. (2022), the authors present an approach for trans-
lating abstract high-level normative principles into explicitly formulated 
practical rules. This ensures that autonomous systems align social, legal, 
ethical, empathetic, and cultural (SLEEC) rules, thus bridging the gap 
between abstract high-level principles and operational practice. These 

studies further introduce methods to identify conflicts and semantic re-
lationships between these rules Feng et al. (2024a), Yaman et al. (2025), 
Feng et al. (2024b, 2023). However, the normative principles introduced 
in these studies are drawn from different stakeholders and not tailored 
to the single user. Unlike this, our approach focuses on the user’s ethical 
values to tailor the decision-making according to the user’s beliefs.

A different perspective is presented in the studies in Alidoosti (2021), 
Alidoosti et al. (2022) that focus on the integration of ethical values 
into the system at the architectural level. The studies emphasize the de-
sign of a software architecture that is aligned with individual and social 
ethical values. However, the studies emphasize the need for the extrac-
tion of ethical values, given that the quantification of these values is 
personal, and it is challenging to measure such values. Moreover, the 
notion of ethics is based on ethical theories and different value scales, 
rather than incorporating user ethical preferences into such systems, 
which is the main focus of our work. Similarly, the study in Alidoosti 
et al. (2025) provides a review on ethical values of stakeholders to inte-
grate in software architecture. However, the study identifies the need to 
operationalize ethical values and address conflicts arising from differ-
ent stakeholder perspectives. Our work addresses this by proposing an 
approach that operationalizes users’ soft ethics through ethical profiles 
and integrates them into the system architecture. Moreover, conflicts 
among ethical values can be resolved by reaching agreements through 
ethics-based negotiation.

11.2.  Modeling human ethical values

Human values represent perceptions, attitudes, behaviors, and pref-
erences of individuals and groups Mougouei et al. (2018), Shahin et al. 
(2022a), Bardi et al. (2009). They play an integral role in the behavior 
of autonomous systems that are designed to interact with or impact in-
dividuals and society Han et al. (2022). Software practitioners usually 
design software systems focusing on their interpretation of functional 
and non-functional requirements, overlooking human values Curums-
ing et al. (2019). As a result, the systems may not satisfy user prefer-
ences. Hence, it becomes essential to design systems that align with hu-
man values De Sanctis and Inverardi (2024). The notion of values has 
been articulated in different ways. Certain studies focus on the intro-
duction of human ethical values in the context of software architecture 
design Alidoosti et al. (2022, 2025), Shahin et al. (2022b), Mougouei 
et al. (2018), Mougouei (2020), Perera et al. (2020, 2019), Nurwidyan-
toro et al. (2023) while other studies focus on various types of values Ali-
doosti et al. (2023), Ferrario et al. (2016), Liscio et al. (2022), Rokeach 
(1973), Maio (2016). Among the other existing frameworks Bird and 
Waters (1987), Jurkiewicz and Giacalone (2004), Graham et al. (2013), 
Schwartz’s theory of basic values Schwartz (2012) has been widely 
adopted in various disciplines to represent human values on a mea-
surable scale, although it models human values into specific categories 
only. Value-sensitive design (VSD) is another widely accepted approach 
to extracting human values using scenarios and storyboarding Friedman 
et al. (2013). The VSD framework encompasses a wide range of val-
ues relevant to various design tasks Friedman et al. (2013). Similarly, 
other models have been suggested throughout the years Allport (1961), 
Feather (1995), Hofstede (2011), Rokeach (1973). However, translat-
ing abstract values into specific context-dependent user preferences to 
operationalize them is challenging Le Dantec et al. (2009), Pommeranz 
et al. (2012), Saket (2021), Mougouei et al. (2018).

Recent attempts have focused on modeling users’ ethical values 
through surveys. The survey in Alfieri et al. (2022) is based on the cor-
relations between idealism and relativism, Machiavellianism, and nor-
mative theories. The clustering approach is then used to create ethical 
profiles from the gathered data that can predict the digital behaviors of 
users with respect to privacy breaches, copyright violations, and protec-
tion. In Alfieri et al. (2023), a scenario-driven method is presented in 
the form of a questionnaire to collect data on the moral preferences of 
users in the digital world through ethically charged scenarios.
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While the studies in the literature offer essential insights into the 
identification and elicitation of human values, these approaches con-
sider a static set of values, overlooking the ethical preferences of the
individuals, which vary across different contexts. For example, the 
precedence one gives to an elderly person may vary based on situational 
factors, e.g., location, time, etc. Thus, a significant challenge persists in 
quantifying user’s contextual ethical preferences. Quantifying such pref-
erences remains a key challenge as ethical values can be personal and 
there are no standards to measure and prioritize them Alidoosti et al. 
(2022).

Our work was inspired by these studies to introduce the concept of 
user ethics through ethical profiles, where users provide grades to each 
disposition to express their preferences within a given context, enabling 
the quantification of their preferences.

11.3.  Negotiation approaches

Automated negotiation integrates principles from three different 
fields into one, namely, game theory, economics, and artificial intelli-
gence, to provide a multidisciplinary approach to address complex auto-
mated decision-making challenges Baarslag et al. (2016). Its significance 
lies in intelligent agents12 that negotiate on behalf of humans Baarslag 
et al. (2022) and are likely to be more efficient An et al. (2016). Sub-
sequently, the study in Kiruthika et al. (2020) defines various stages 
of the life cycle of a negotiating agent and explains how finalizing the 
agents’ attributes and preferences before initiating the negotiation helps 
them evaluate and guide their decisions throughout the process Chen 
and Weiss (2019), Chang and Fujita (2024).

The studies in Baarslag et al. (2017), Filipczuk et al. (2022) propose 
an approach to negotiate permission to access users’ private data to on-
line services. The agent exchanges permission with an incentive for mon-
etary reward, taking into account the user’s preferences obtained from 
previous interactions with online services and their feedback. Moreover, 
the study in Magra et al. (2023) proposes a querying approach aimed 
at understanding user preferences, in which the agent asks the users 
to evaluate two different options, such as sharing their browsing his-
tory with online services in exchange for varied pricing, to learn their 
preferences. Similarly, the authors in Baarslag and Kaisers (2017) sug-
gest a method to elicit user preferences to negotiate electricity prices. 
It presents a decision model that asks the users for their preferences 
in terms of price and learns their preferences. However, unlike our ap-
proach, the proposed approaches retrieve user preferences in terms of 
price and do not focus on ethical preferences that could influence the 
system to make an ethical decision during negotiation.

The study in Baarslag et al. (2016) provides a survey of techniques 
that can be used for opponent modeling during negotiation, and meth-
ods to choose the right bidding strategy using machine learning are 
given in Kell et al. (2022). Furthermore, the studies in Braun et al. 
(2006), Eshragh et al. (2015), Kell et al. (2022), Hassanvand and Nassiri-
Mofakham (2023), Keskin et al. (2023), Mansour et al. (2022), Luo et al. 
(2024b), Lin et al. (2023), Kumar et al. (2023) discuss the approaches 
that autonomous systems use to negotiate with humans and autonomous 
agents for different purposes e.g., conflict resolution, resource alloca-
tion, economics, etc. None of the above considers ethics in decision-
making as a result of automated negotiation, which is the main focus of 
our study.

The notion of context has been used in Kröhling et al. (2019, 2021), 
where agents take into account contextual factors during negotiation. 
However, the notion of context is limited to factors such as the negoti-
ation deadline, reserved and preferred prices, and current market price 
trends. In contrast, our work considers contextual elements such as loca-

12 The terms “system” and “agent” are used interchangeably as an agent is 
a type of system that acts autonomously and makes decisions on behalf of 
users Wooldridge and Jennings (1995).

tion, time, and user status. During negotiation, these factors lead users 
to have varying preferences in different contexts.

In addition, negotiation based on rule-based strategies has also been 
discussed in the literature Chen and Weiss (2019), Khemakhem et al. 
(2020), Bǎdicǎ et al. (2011), Ganzha and Paprzycki (2007), Mahan et al. 
(2011), Hu and Deng (2011) where agents adhere to predefined rules 
to negotiate. Specifically, in auction-based negotiations, agents learn 
through interactions with other agents and update their bidding rules, 
clearing policies that govern resource allocation, and information dis-
closure policy, which depict information to be shared with participating 
agents Wurman et al. (2002). However, none of the studies consider the 
quantification of user ethical preferences and the formalization of nego-
tiation rules based on these preferences.

12.  Conclusion

In this work, we proposed a novel context-aware ethics-based nego-
tiation approach in which autonomous robots utilize their user’s soft 
ethical preferences, contextual factors, and user status conditions to 
adjust their autonomy while negotiating with other robots to resolve 
the conflict and (possibly) reach a contextual agreement. We presented 
a domain-agnostic reference architecture supporting the approach and
RobEthiChor, its implementation on top of the Robot Operating Sys-
tem (ROS) for the robotic domain. We ran multiple negotiation scenarios 
between robots acting on behalf of users with different ethics profiles 
to assess the effectiveness of the approach, evaluate the overhead in-
troduced by the negotiation, and assess its scalability. The results show 
that the approach is effective in allowing robots to negotiate on behalf 
of their users with negligible to acceptable overhead.

Future work concerns the realization of social experiments to eval-
uate the acceptance by end users and the potential social impact that 
the approach could have, and developing more comprehensive methods 
to model the context, incorporating a wider range of contextual factors. 
Additionally, we aim to predict user behavior within a given context 
by leveraging their preferences in similar contexts, employing a context 
hierarchy. This approach involves organizing contextual factors into a 
structured framework that captures the interrelationships between vari-
ous contexts and their influence on user behavior. By analyzing patterns 
in similar contexts, the system can make informed predictions about 
the likely user behaviors, allowing for more adaptive and responsive 
decision-making.

Finally, we plan to generalize our approach to a multilateral negoti-
ation setting, where more than two systems can be involved in the nego-
tiation and introduce time constraints, which will enable the system to 
dynamically adapt its strategies, hence optimizing decisions in real-time 
while accounting for evolving contexts and temporal limitations.
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